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QUESTION 1 
What output profiles can you confine for report event notifications? (Choose two) 
 

A. SMS 

B. Forward to another FortiAnaiyzer device 

C. Upload to a server 

D. Email 

 
Answer: D 
 
 
QUESTION 2 
What are the main management wizard used in Device Manager? 
 

A. Add Device, Provisioning Templates, and View Installation. 

B. Add Device, Install Wizard, and Import Policy 

C. Script, Configuring CLI-Objects, and Re-install Policy 

D. View Installation, Import Policy, and Script 

 
Answer: D 
 
 
QUESTION 3 
A user creates a policy package with two installation targets, as shown in the exhibit. 
When the install operation is performed, which two statements are correct concerning the Install 
On column in the policy configuration? (Choose two) 
 

 
 

A. Policy ID 3 will not be installed on any FortiGate device. 

B. Policy ID 3 will not be installed on both FortiGate device. 

C. Policy ID 2 will only on the HeadOffice FortiGate device. 

D. Install On column values represent successful installations. 

 
Answer: B 
 
 
QUESTION 4 
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Which statement correctly names the Administrative Domains modes supported on 
FortiManager? 
 

A. Normal and Analyzer 

B. Backup and Analyzer 

C. Normal, Backup, and Collector 

D. Normal and Backup, 

 
Answer: AB 
 
 
QUESTION 5 
Refer to the exhibit. What does the clock icon denote beside the Bandwidth and Application 
Report. 
 

 
 

A. It is a custom report. 

B. It is an imparted report from either a different FortiAnalyzer device or a different (but supported) 
ADOM. 

C. It is h the process of generating. 

D. It is a scheduled report. 

 
Answer: C 
 
 
QUESTION 6 
What two statements are correct regarding administrative users and accounts? (Choose two) 
 

A. Administrative user accounts can exist locally or remotely. 

B. Administrative user login information is available to all administrators through the Web- based 

C. Administrative users must be assigned an administrative profile. 

D. Administrative user access is restricted by administrative profiles only. 

 
Answer: BD 
 
 
QUESTION 7 
Which of the following email spam filtering features is NOT supported on a FortiGate unit? 
 

A. Multipurpose Internet Mail Extensions (MIME) Header Check 
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B. HELO DNS Lookup 

C. Greylisting 

D. Banned Word 

 
Answer: C 
 
 
QUESTION 8 
Which of the following statements are true regarding Local User Authentication? (Select all that 
apply.) 
 

A. Local user authentication is based on usernames and passwords stored locally on the FortiGate 
unit. 

B. Two-factor authentication can be enabled on a per user basis. 

C. Administrators can create an account for the user locally and specify the remote server to verify 
the password. 

D. Local users are for administration accounts only and cannot be used for identity policies. 

 
Answer: ABC 
 
 
QUESTION 9 
Which of the following statements regarding Banned Words are correct? (Select all that apply.) 
 

A. The FortiGate unit can scan web pages and email messages for instances of banned words. 

B. When creating a banned word list, an administrator can indicate either specific words or patterns. 

C. Banned words can be expressed as wildcards or regular expressions. 

D. Content is automatically blocked if a single instance of a banned word appears. 

E. The FortiGate unit includes a pre-defined library of common banned words. 

 
Answer: ABC 
 
 
QUESTION 10 
Encrypted backup files provide which of the following benefits? (Select all that apply.) 
 

A. Integrity of the backup file is protected since it cannot be easily modified when encrypted. 

B. Prevents the backup file from becoming corrupted. 

C. Protects details of the device's configuration settings from being discovered while the backup file 
is in transit. For example, transferred to a data centers for system recovery. 

D. A copy of the encrypted backup file is automatically pushed to the FortiGuard Distribution Service 
(FDS) for disaster recovery purposes. If the backup file becomes corrupt it can be retrieved 
through FDS. 

E. Fortinet Technical Support can recover forgotten passwords with a backdoor passphrase. 

 
Answer: AC 
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