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QUESTION 1
What is the function of the Cisco AnyConnect DART tool?

creates a compressed bundle of client logs and information

visualizes a WLAN environment, showing the possible locations of problems

gathers statistics from neighboring clients for comparison to the baseline

helps to troubleshoot a WLAN connection by using easy-to-use wizards and statistic viewers
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Answer: A

QUESTION 2
Drag and Drop Questions

Drag the commands on the left that are enabled during a SSH or Telnet session with a ightweight AP and drop them on the right. |

config terminal

| Target |

debug | Target |

show | Target |

delete

reload

| |
| |
| |
| |
| = |
| |
| |
| |

upgrade

Answer:

Drag the commands on the left that are enabled during a SSH or Telnet session with a ightweight AP and drop them on the right. |

“ config terminal U debug |

l Lk “ show II

“ show

|
n }
|

u clear

enable I

| ]

I reload J

l upgrade H

QUESTION 3
Refer to the exhibit. What does the yellow shield with the exclamation mark indicate?
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Currently connected to: *
/‘ HomeWLAN

*10 Internet access

Wireless Network Connection -~
HomeWLAN

Connected

L
1"‘.

Network and Sharing Center

The network uses open authentication and no encryption.

The network uses an unsupported channel.

The signal is too distorted to connect.

The AP that is transmitting this SSID uses the wrong RF domain.
This is the ad-hoc network.
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Answer: A

QUESTION 4
What are the interface statuses of a lightweight AP working in rogue-detection mode?

radios turned off, Ethernet interface up

radios and Ethernet interfaces up

radios turned on, Ethernet interface shut down

radios turned on, Ethernet interface status controlled by Cisco WLC

Cow>»

Answer: A
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QUESTION 5

Refer to the exhibit. At which point in the network topology must the trunk be configured to
support multiple SSIDs for voice and data separation?

uOU’O(‘

WLAN Controller

Lightweight Switch1
Access Point
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Answer: D

QUESTION 6

You run minimum PEAP-GTC authentication in your wireless environment. Which version of
Cisco Compatible Extensions supports PEAP-GTC?

Cisco Compatible Extensions v1
Cisco Compatible Extensions v2
Cisco Compatible Extensions v3
Cisco Compatible Extensions v4
Cisco Compatible Extensions v5

moow»

Answer: B

QUESTION 7
Drag and Drop
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Drag the Cisco WCS report from the left and drop it on the category i reports on to the right.

Worst Interferers Performance

| Network Utilization CleanAir |

PCIDSS Summary I | Network Summary

802.11n Summary I | Compliance
Answer:
| Drag the Cisco WCS report from the left and drop it on the category i reports on to the right. |
l Worst Interferers " I Network Utilization ||
| Network Utilization l " Worst Interferers ]
[ PCIDSS Summary Jl I 802.11n Summary l
| 802.11n Summary I I PCIDSS Summary J

QUESTION 8
Which two pieces of information are needed for the wireless client to connect to the wireless
network? (Choose two.)

SSID

security settings
channel number
AP name

©Cow»

Answer: AB

QUESTION 9
Refer to the exhibit. Which three switch port types are valid for these connections? (Choose
three.)

Switch

access
port-channel
port-channel trunk
trunk

Ccow>
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E. port-channel access
F. routed port

Answer: ACD

QUESTION 10
Which of the following are three functions of Cisco RRM? (Choose three.)

TPC

intercontroller roaming
dynamic channel assignment
intracontroller roaming
coverage hole detection

moow»

Answer: ACE

QUESTION 11
Lab Simulation

* To access the multiple-choice questions, ciick on the numbered boxes on the left of the top panel.
* There are two multiple-choice questions with this task. Be sure to answer both questions before selecting the
Next button.

A wireless LAN and AP are ly g . Verification is needed for the logging attributes while AP
power adjustments are needed. Use the exhibis to resolve these issues.

Gig 0/10

WLC1
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C 302 11bgn AP

= 7

802.11b/g/n Cisco APs > Configure

General Ri Channel Assignment

AP Narre AP442b,036d.4d0f Current Channel 11

Ardmin Statis Enable w Chasne Width 2 Hz w

Operationa Status upP Assignment Method @ Clobal

Slot # 0 ) Custom

Note: Only Channels 1.6 and !1 are
11n Parameters noneverlapping
Ix Power Level Assignment
11in Supported Yec
ZlientLink & Current Tx Power Level 5 |
Z Assignment Me:hod ) Clobal
CleanAir
@ Custom 5 v
CleanAir Capable No
CleanAir Admin Status able Performance Profile

View and edit Ferformance Proafile for this AP
Antenna Parameters

Performance Profile

antenna |ype Internal v
A ) Note: Changing any of the perameters causes the Radio te be
2 tempararily dicahled and thuc may re<u't in Insc of ronnedtivity fr.
Antenna B @] some clients.
c il

)|

WLC 802 11an AP >

802.11ain Cisco AFs > Configure

[

General RF Channel Assignment
AP Name AP442b.036d.4d0f Current Channel 149
Adrrin Status Enable ~ Channel Width * z v|
Operational Stetus up :1§g:nnel width can be configured only when channel confguratic
Slot # 1 /ecignment Method © Global
) Custom
11n Parameters
Tx Power Level Assignment
11n Supported Yes
ClientLink Bl Current Tx Power Level 4 g
h Aasignment Mcthod ") Global
CleanAir
@ Custom 4 v
CleznAir Capable Ho
CleznAir Acmir Status - Performance Profile

\iew and ccit Pzrformance Profile for this AP
Antenna Parameters

rerformance Profile

Antennz Tyne Internal v
2 Note: Changing any of the paramete-s csusas tne Radis to be
temporarily disabled end *hus may resuk in loss of conaeciivity fc
Antennz 1] 53] some clienis.
¥

|
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MONITOR WILANs CONTRCLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

R

Syslog Configuration

Add
Syelog Server 1P Addreze

Sysluy Server

10..0.10.25 R=move
Svelng | evel ‘Errors b
Svslog lMacility Luca Us= 0 >

Msg Log Configuration

Buffered Log Level Alerts v
Console Log Level Critcal v
Fie Info 2
Trace Info 7

Which four levels of messages will be sent to the logging server? (Choose four.)

alerts

critcal
debugging
emergencies
errors
informational
notifications
warnings

IoTmMUoOwy

Answer: ABDE
Explanation:
There are a total of 8 logging severity levels. They are:
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Level Number @ Severity Level Description
0 !emergencies System isunusable.
1 alert Immediate action & needed.
2 |critical Crical conditions

|

3 ]"erroc Error condtions
4 waming . Warning conditions.
5 notification Normal but significant condtions.
6 .iinlormationd Informational messagesonly.
7 1delmgging Debugging messages only.

We can see from the output that the severity level was set to Critical, which means that all
messages level 3 and less will be sent.
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