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QUESTION 1
Which database houses incidents and summary data?

Oracle
MySQL
MSSQL
IBM DB2

Cow»

Answer: C

QUESTION 2
Which component sends events to the Event Service for processing?

the Symantec Security Information Manager (SSIM) collector

the Symantec Security Information Manager (SSIM) on-box collector
the Symantec Security Information Manager (SSIM) off-box collector
the Symantec Security Information Manager (SSIM) agent
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Answer: D

QUESTION 3

What is the difference between Symantec Security Information Manager (SSIM) on-box and off-
box collectors?

A. Off-box collectors are installed on the SSIM products and on-box collectors are installed on
the appliance.

B. On-box collectors are installed prior to SSIM software installation and off-box collectors are
installed separately.

C. On-box collectors are automatically installed with the SSIM software and off-box collectors are
installed separately.

D. Off-box collectors are installed on the appliance and on-box collectors are installed on assets.

Answer: C

QUESTION 4

Which Symantec Security Information Manager component retrieves security content in near-real-
time from Symantec?

LiveUpdate

LiveUpdate and licensed

DeepSight Integration Module simultaneously
Licensed DeepSight Integration Module
Security content retrieval is automatic.
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Answer: C
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QUESTION 5
Which of the following are all on-box collectors?

PIX, UNIX Syslog and Data Leakage Prevention
Checkpoint, Snort and PIX

PIX, Snort and Symantec Web Gateway

Checkpoint, UNIX Syslog and Control Compliance Suite
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Answer: B

QUESTION 6

On which two operating systems can the Symantec Security Information Manager Agent be
installed? (Select two.)

Solaris 9
Windows 2000
Centos

IBM AIX 5
HP-UX 11
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Answer: AB

QUESTION 7
Where do Symantec Security Information Manager collectors send events?

Event Disposition
Event Archive
Event Reporting
Event Logger
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Answer: D

QUESTION 8
What is Device-level aggregation?

A. parsing data with data sensors

B. grouping data to reduce traffic and database size
C. forwarding event data to the appliance

D. event and logcensoring

Answer: B

QUESTION 9

What information must be obtained prior to product deployment and configuration of the
Symantec Security Information Manager appliance?

A. which on-box collectors are appropriate for installation
B. the number of nodes found in the customer's infrastructure
C. the number of security events per day the appliance will handle
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D. the air-conditioning and power requirements

Answer: C

QUESTION 10
What information is necessary to properly size a deployment?

A. hard drive space, events per second and geographic locations

B. events per second,collector types and incident-to-event ratio

C. hard drive space, incidents per second and collector types

D. events per second, geographic locations and event-to-incident ratio

Answer: D

QUESTION 11

What are the specified minimum hardware requirements for installing and running the Symantec
Security Information Manager Console?

1 GB RAM and 1 GB disk space

1 GB RAM and 512 MB disk space
512 MB RAM and 1 GB disk space
512 MB RAM and 103 MB disk space
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Answer: D

QUESTION 12
Which LDAP port is used by the security directory?

Port 22

Port 389
Port 443
Port 636
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Answer: D

QUESTION 13
How is the Symantec Security Information Manager (SSIM) Console installed?

On the SSIM DVD, go to Tools and install the client.

Go to the SSIM web interface, download the client and click Run.
From the SSIM appliance, deploy the console to your machine.

No installation is necessary because SSIM is a browser-based tool.
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Answer: B
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