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QUESTION 1

An engineer must provide a graphical trending report of the total number of wireless clients on the
network. Winch report provides the required data?

Client Summary

Posture Status Count

Client Traffic Stream Metrics
Mobility Client Summary
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Answer: D

QUESTION 2
When a wireless client uses WPA2 AES, which keys are created at the end of the four way
handshake process between the client and the access point?

A. AES key, TKIP key, WEP key
B. AES key, WPA2 key, PMK

C. KCK, KEK, TK

D. KCK, KEK, MIC key

Answer: A

QUESTION 3

Which EAP type requires the use of device certificates?
A. EAP-TLS

B. EAP-FAST

C. EAP-SSL

D. PEAP

E. LEAP

Answer: A

QUESTION 4

An engineer configures the wireless LAN controller to perform 802.1x user authentication. Which
option must be enabled to ensure that client devices can connect to the wireless, even when
WLC cannot communicate with the RADIUS?

local EAP

authentication caching
pre-authentication

Cisco Centralized Key Management
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Answer: A

QUESTION 5
During the EAP process and specifically related to the logon session, which encrypted key is sent
from the RADIUS server to the access point?
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WPA key
encryption key
session key
shared secret key
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Answer: C

QUESTION 6
Which security method does a Cisco guest wireless deployment that relies on Cisco ISE guest
portal for user authentication use?

A. Layer 2 and Layer 3

B. Layer 2 only

C. No security methods are needed to deploy CWA
D. Layer 3 only

Answer: B

QUESTION 7
Which command is an SNMPv3-specific command that an engineer can use only in Cisco I0S
XE?

snmp-server user remoteuserl groupl remote 10.12.0.4
snmp-server host 172.16.1.33 public

snmp-server community comaccess ro 4

snmp-server enable traps wireless
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Answer: A

QUESTION 8
A customer wants to allow employees to easily onboard their devices to the wireless network.
Which process can be configured on Cisco ISE to support this requirement?

self registration guest portal
client provisioning

native supplicant provisioning
local web auth

cow»

Answer: B
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