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QUESTION 1
What is the purpose or Operator Profiles?

to enforce role based access control for Aruba Controllers

to enforce role based access control ClearPass Policy Manager admin users
to enforce role based access control for ClearPass Guest Admin users

to assign ClearPass roles to guest users

to map AD attributes to admin privilege levels In ClearPass Guest
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Answer: B

QUESTION 2
Based on the information shown, what is the purpose of using [Time Source] for authorization?

Configuration » Services » Edit - MAC Caching - Guest MAC Authentication

Services - MAC Caching - Guest MAC Authentication

Summary Service Authentication Authorization Roles Enforcement

Authorization Details:

Authorization sources from which role mapping attnbutes are fetd
Authentication Source

1. [Endpoints Repository] [Local SQL DB]

Additional authorization sources from which to fetch role-mapping

[Insight Repository] [Local SQL DB] -
MAC Caching - MAC-Guest-Check [Generic SQ

—-Selectto Add-- v

A. It's used to check if the MAC address status is known in the endpoints table
B. It's used to check if the guest account has expired

C. It's used to check if the MAC address status is unknown in the endpoints table
D. It's used to check how long it's been since the last web login authentication

E. It's used to check if the MAC address is in the MAC Caching repository
Answer: B

QUESTION 3

A customer with an Aruba Controller wants it to work with ClearPass Guest.
How should me customer configure ClearPass as an authentication server in the controller so
that guests are able to authenticate successfully?

Add ClearPass as a RADIUS CoA server.

Add ClearPass as a RADIUS authentication server
Add ClearPass as a TACACS+ authentication server
Add ClearPass as an HTTPS authentication server
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Answer: C

QUESTION 4
Refer to the exhibit. Based on me network topology diagram shown, how many clusters are
needed for this deployment?
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Answer: D

QUESTION 5
Which database in the Policy Manager contains the device attributes derived by profiling?

Endpoints Repository

Client Repository

Local Users Repository
Onboard Devices Repository
Guest User Repository
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Answer: A

QUESTION 6
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Refer to the exhibit. Which statements accurately describes me cp82 CJlearPass node? (Select
two.)

Server Configuration

°

!
! G ] Cl Intervals Notifications MW IP Configuration

’ ParameterName
| Para: ] Parameter Value Default Value
! Enable Publisher Failover TRUE ~| F-‘;\LSE.
1 ]
! Designated Standby Publisher cp82 c!ealpasﬂ»:} 0
i Falover Wait Time 2 10 minutes 10
1l
1 X
Restore Defauits m

It becomes the Publisher when the primary Publisher fails.

It operates as a Publisher in the same cluster as the primary Publisher when the primary is active.
It operates as a Publisher in a separate cluster when the Publisher is active.

It operates as a Subscriber when the Publisher is active.

It stays as a Subscriber when me Publisher fails.

moow>

Answer: AD

QUESTION 7
Refer to the exhibit. Based on the information shown, what is the purpose of using [Time Source]
for authorization?

Services - Corp User Authentication with MAC Caching

Authorization Details:

Authorization sources from which role mapping attributes are fet
MM
[Guest User Repository] [Local SQL DB]

Additional authorization sources from which to fetch role-mappin
[Endpoints Repository] [Local SQL DB

= Remove
Time Scurce] [Local SQL DB View Dota s
v Uatailt
Modity
Sele o Ada :

to check whether the MAC address status is unknown in the endpoints table
to check whether the MAC address is in the MAC Caching repository

to check how long it has been since the last wed login authentication

to check whether the MAC address status is known in the endpoints table
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E. to check whether the guest account expired

Answer: E

QUESTION 8

Refer to the exhibit. A customer wants to enable Publisher redundancy.

Based on the network topology diagram shown, which node should the network administrator
configure as die standby Publisher for the Publisher in the main data ceqter?
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A. Subscriber in the main data center

B. Publisher in the regional office Publisher

C. any of the other three Publishers

D. Publisher is the mid-size branch

E. Publisher in the DMZ

Answer: A
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