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QUESTION 1
Which of the following statements accurately describes the command snapshot?

A.

B.
C.
D. A Gateway snapshot includes configuration settings and Check Point product information from the

shapshot creates a full OS-level backup, including network-interface data, Check Point product
information, and configuration settings during an upgrade of a GAIA Security Gateway.
snapshot creates a Security Management Server full system-level backup on any OS.
snapshot stores only the system-configuration settings on the Gateway.

remote Security Management Server.

Answer: A

QUESTION 2

Which file defines the fields for each object used in the file objects.C (color, num/string, default
value...)?

Cow»

$FWDIR/conf/classes.C
$FWDIR/conf/scheam.C
$FWDIR/conf/fields.C
$FWDIR/conf/table.C

Answer: A

QUESTION 3
In SmartDashboard, Translate destination on client side is checked in Global Properties.
When Network Address Translation is used:

A.

B.

C.
D.

It is not necessary to add a static route to the Gateway's routing table.

It is necessary to add a static route to the Gateway's routing table.

The Security Gateway's ARP file must be modified.

VLAN tagging cannot be defined for any hosts protected by the Gateway.

Answer: A

QUESTION 4
Which is a suitable command to check whether Drop Templates are activated or not?

00>

fw ctl get int activate _drop_ templates
fwaccel stat

fwaccel stats

fw ctl templates -d

Answer: B

QUESTION 5
Which of the following statements accurately describes the command upgrade_export?

A.

upgrade_export stores network-configuration data, objects, global properties, and the database
revisions prior to upgrading the Security Management Server.
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B. Used primarily when upgrading the Security Management Server, upgrade_export stores all object
databases and the /conf directories for importing to a newer Security Gateway version.

C. upgrade_export is used when upgrading the Security Gateway, and allows certain files to be
included or excluded before exporting.

D. This command is no longer supported in GAIA.

Answer: B

QUESTION 6

Your customer, Mr. Smith needs access to other networks and should be able to use all services.
Session authentication is not suitable. You select Client Authentication with HTTP. The standard
authentication port for client HTTP authentication (Port 900) is already in use. You want to use
Port 9001 but are having connectivity problems. Why are you having problems?

£ ®london: fopt,/CPsuite-R70,/f=1/conf =10] =]
[Expercl london] # cd §FWDIRScont ﬂ
[Expertl london] # cat fwauthd.cont

21 fussd in.afepd ML u]

=1n] fuzad in.ahttpd wait =2

513 fwzsd in.arlogind WAL 0

25 fuasd in.asmtpd wait o

2525 fussd in.emalld.smtp WAL [}

110 fussd in.emaild. pop3 wait u]

23 fw=ad in.atelnetd wait 0

Z259 fussd in.aclientd wait o

10051 fw=ad in. lhtopd wait o

S001 fwzsd in.aheliencd WAL o

a fuzad in.pingd respawn O

[u] fwssd in.asessiond resgpawn 0O

ul fuzad in.aufpd respawn O

u} fwasd in.aciufpd respavn 0

u} wpn wpnd reapawn O

0 tuzzd tacly respavn O

ul stormd storcrd respawvn O

[u] iogmacl igwd respann 0

ul fussd in.emaild.mea respavn 0

a fw=zad in.mesd respawn 0

a sds sdsd respann u

o dcpa dtp=sd respawh ]

a drls dt Lsd Cespann o )
[Expertl lLondon] # I =

S0 (111 0 Authentication && Customers@Any [%] Any [%] Any Traffic % :t:p @ User Auth Log [%| Policy Targets
2 @D o [® Any % Any % Any Traffic & Any accept - None [%) Policy Targets
A. The configuration file $FWDIR/conf/fwauthd.conf is incorrect.
B. The Security Policy is not correct.
C. You can't use any port other than the standard port 900 for Client Authentication via HTTP.
D. The service FW_cintauth_http configuration is incorrect.
Answer: A
QUESTION 7

You want to establish a VPN, using certificates. Your VPN will exchange certificates with an
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external partner. Which of the following activities should you do first?

A. Exchange exported CA keys and use them to create a new server object to represent your partner's
Certificate Authority (CA).

B. Create a new logical-server object to represent your partner's CA.
C. Manually import your partner's Access Control List.
D. Manually import your partner's Certificate Revocation List.

Answer: A

QUESTION 8

A Web server behind the Security Gateway is set to Automatic Static NAT. Client side NAT is not
checked in the Global Properties. A client on the Internet initiates a session to the Web Server.
Assuming there is a rule allowing this traffic, what other configuration must be done to allow the
traffic to reach the Web server?

Automatic ARP must be unchecked in the Global Properties.

Nothing else must be configured.

A static route must be added on the Security Gateway to the internal host.

A static route for the NAT IP must be added to the Gateway's upstream router.

Cow»

Answer: C

QUESTION 9
MultiCorp has bought company OmniCorp and now has two active AD domains. How would you
deploy Identity Awareness in this environment?

You must run an ADquery for every domain.

Identity Awareness can only manage one AD domain.
Only one ADquery is necessary to ask for all domains.
Only Captive Portal can be used.

o0®»

Answer: A

QUESTION 10
MultiCorp is running Smartcenter R71 on an IPSO platform and wants to upgrade to a new
Appliance with R80. Which migration tool is recommended?

Download Migration Tool R80 for IPSO and Splat/Linux from Check Point website.

Use already installed Migration Tool.

Use Migration Tool from CD/ISO

Fetch Migration Tool R71 for IPSO and Migration Tool R80 for Splat/Linux from CheckPoint website

00w

Answer: A
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