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QUESTION 1
Refer to the exhibit, which contains the partial output of a diagnose command.

Spoke-2 # dia vpn tunnel list
list all ipsec tunnel in vd 0

name=VPN ver=1 serial=1 10.200.5.1:0 -> 10.200.4.1:0

bound if=3 lgwy=statistic/l1 tun=intf/0 mode=auto/l1 encap=none/0

proxyid num=1 child num=0 refernt=15 ilast-10 olast=792 auto-discovery=0
stat: rxp=0 txp=0 rxb=0 txb=0

dpd: mode=on-demand on=1 idle=20000ms retry=3 count=0 seqmo=0

natt: mode=none draft=0 interval=0 remote port=0

proxyid=VPN proto=0 sa=1 ref=2 serial=1l

src: 0:10.1.2.0/255.255.255.0:0

dat: 0:10.1.1.0/255.255.255.0:0

SA: ref=3 options=2e type=00 soft=0 mtu=1438 expire=42403/0B replaywin=204B seqno=1
esn=replaywin lastseq=00000000

life: type=01 bytes=0/0 timeout=43177/43200

dec: spi=ccclf66d esp=aes Key=16 280ebScd6f9bacc6bac771556c464ffbd

ah=shal key=20 c68091d68753578785de6a7a6b276b506e527

Based on the output, which two statements are correct? (Choose two.)

Anti-replay is enabled.

DPD is disabled.

Remote gateway IP is 10.200.4.1.
Quick mode selectors are disabled.

Cow»

Answer: AC

QUESTION 2
Which two statements about application layer test commands are true? (Choose two.)

They are used to filter real-time debugs.

They display real-time application debugs.

Some of them can be used to restart an application.

Some of them display statistics and configuration information about a feature or process.

00>

Answer: CD

QUESTION 3
What is the diagnose test application ipsmonitor 99 command used for?

To enable IPS bypass mode

To provide information regarding IPS sessions
To disable the IPS engine

To restart all IPS engines and monitors

00>

Answer: D

QUESTION 4
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Refer to the exhibit, which contains the output of diagnose sys session list.

f diagnose sys &

seéssion info: proto=6 proto state~01 durations’ wwpire=3597 timeout=3600
£1ags=00000000 socekflag=00000000 sockport=0 av ic¢ ) use=3

origin-shaper

reply-shaper=
y'lll;ﬁhqwﬂ
id=0 ha id=0 policy dir«0 tunnel=/ vlian cos=0/255

state*may dirty synced none app ntf

statistic(bytes/packets/allow err): org«822/11/1 reply=9037/15/1 tuples
orgin=>sink: org pre=>post, reply pra=»>post doved«>»2/2«>4
qwy=100.64.1.254/10.0.1.1(
luwklum|-{n org act=snat 10.0.1.10:6%464-%54.1
hook“pre dir~reply act=dnat 54.192.15.102:¢
s/ (before,after) 0/(0,0), 0/(0,0)
miscs( P-ny 1d«1 auth info~0 chk client info~0 vd«~0
3erial=00000098 tos=11/I11 ipg view=0 app list=0 app=0
dd type=0 dd mode=0

If the HA ID for the primary unit is zero (0), which statement about the output is true?

A. This session cannot be synced with the slave unit.

B. The inspection of this session has been offloaded to the slave unit.
C. The master unit is processing this traffic.

D. This session is for HA heartbeat traffic.

Answer: C
QUESTION 5

How does FortiManager handle FortiGate requests from FortiGate devices, when it is configured
as a local FDS?

A. FortiManager will respond to update requests only from a managed device.

B. FortiManager can download and maintain local copies of FortiGuard databases.
C. FortiManager supports only FortiGuard push update to managed devices.

D. FortiManager does not support web filter rating requests.

Answer: B

QUESTION 6

Which two conditions must be met for a statistic route to be active in the routing table? (Choose
two.)

A. The link health monitor (if configured) is up.

B. There is no other route, to the same destination, with a higher distance.
C. The outgoing interface is up.

D. The next-hop IP address is up.

Answer: AC

QUESTION 7
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When using the SSL certificate inspection method to inspect HTTPS traffic, how does FortiGate
filter web requests when the client browser does not provide the server name indication (SNI)
extension?

A. FortiGate uses the requested URL from the user's web browser.

B. FortiGate uses the CN information from the Subject field in the server certificate.
C. FortiGate blocks the request without any further inspection.

D. FortiGate switches to the full SSL inspection method to decrypt the data.

Answer: B

QUESTION 8
Refer to the exhibit, which contains a TCL script configuration on FortiManager.

Type TCL Script v
Run script on Remote FortiGate ...
Script details #!

proc do_cmd [emd} {

puts [exec "$Scmd\n" "# " 10]

}

run_cmd “"config system interface "
run_cmd "edit portl”

run_cmd "set ip 10.0.1.10 255.255.255.0"
run_cmd "next”

run_cmd "end”

An administrator has configured the TCL script on FortiManager, but failed to apply any changes
to the managed device after being executed.

Why did the TCL script fail to make any changes to the managed device?

Changes in an interface configuration can only be done by CLI script.
The TCL script must start with #include <>.

Incomplete commands are ignored in TCL scripts.

The TCL command run_cmd has not been created.

00>

Answer: D
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