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QUESTION 1
An enterprise has established a new department to oversee the life cycle of activities that support
data management objectives. Which of the following should be done NEXT?

Develop a business continuity plan (BCP).
Assess the current data business model.
Review data privacy requirements.
Establish a RACI chart
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Answer: D

QUESTION 2
Which of the following is the MOST important attribute of an information steward?

The information steward manages the systems that process the relevant data.
The information steward has expertise in managing data quality systems.

The information steward is closely aligned with the business function.

The information steward is part of the information architecture group.
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Answer: A

QUESTION 3
From a governance perspective, which of the following roles is MOST important for an enterprise
to keep in-house?

A. Information auditor
B. Information architect
C. Information steward
D. Information analyst
Answer: A

QUESTION 4

An enterprise learns that a new privacy regulation was recently published to protect customers in
the event of a breach involving personally identifiable information (PIl). The IT risk management
team's FIRST course of action should be to:

evaluate the risk appetite for the new regulation.
define the risk tolerance for the new regulation.
determine if the new regulation introduces new risk.
assign a risk owner for the new regulation.
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Answer: C

QUESTION 5

An enterprise has decided to utilize a cloud vendor for the first time to provide email as a service,
eliminating in-house email capabilities. Which of the following IT strategic actions should be
triggered by this decision?
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Develop a data protection awareness education training program
Monitor outgoing email traffic for malware.

Implement a data classification and storage managemen tool.
Update and communicate data storage and transmission policies.
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Answer: A

QUESTION 6
Which of the following componen s of a policy BEST enables the governance of enterprise IT?

Disciplinary actions
Regulatory requirements
Roles and responsibilities
Terms and definitions
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Answer: C

QUESTION 7
Which of the following is PRIMARILY achieved through performance measurement?

Process improvement
Transparency

Cost efficiency
Benefit realization
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Answer: D

QUESTION 8

A large retail chain realizes that while there has not been any loss of da a, IT security has not
been a priority and should become a key goal for the enterprise. What should be the FIRST high-
level initiative for a newly created IT strategy committee in order to support this business goal?

A. Identifying gaps in information asset protection
B. Defining data archiving and retrieval policies

C. Recruiting and training qualified IT security staff
D. Modernizing internal IT security practices
Answer: A

QUESTION 9

Risk management strategies are PRIMARILY adopted to:

avoid risks for bu iness and IT assets.

take necessary precautions for claims and losses.
achieve acceptable residual risk levels.

achieve compliance with legal requirements.
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Answer: C
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QUESTION 10

An enterprise made a significant change to its business operating model that resulted in a new
strategic direction. Which of the following should be reviewed FIRST to ensure IT congruence
with the new business strategy?

IT risk appetite

Enterprise project management framework
IT investment portfolio

Information systems architecture
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Answer: C

QUESTION 11

A chief technology officer (CTO) wants to ensure IT governance practices adequately address
risk management specific to mobile applications. To create the appropriate risk policies for IT, it is
MOST important for the CTO to:

understand the enterprise's risk tolerance.
create an IT risk scorecard.

map the business goals to IT risk processes.
identify the mobile technical requirements.
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Answer: A

QUESTION 12

A large financial institution is considering outsourcing customer call center operations which will
allow the chosen vendor to access systems from offshore locations. Which of the following
represents the GREATEST risk?

A. Inconsistent customer service and reporti g
B. Loss of data confidentiality

C. Lack of network availability

D. Inadequate business continuity p anning

Answer: B

QUESTION 13

An IT director is negotiating a contract with a vendor for application management services. There
is concern by other departments that the outsourced services may not be delivered successfully.
Which of the following is the BEST way for the IT director to address this concern?

Implement a communication management plan.

Develop a comprehensive vendor management plan.

Review the IT service risk management plan.

Establish a policy on operational level agreements with vendors.
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Answer: D
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QUESTION 14
Which of the following is the BEST IT architecture concept to ensure consistency, interoperability,
and agility for infrastructure capabilities?

Establishment of an IT steering committee

Standards-based reference architecture and design specifications
Establishment of standard vendor and technology designations
Design of policies and procedures
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Answer: A

QUESTION 15

A company is considering selling products online, and the CIO has been asked to advise the
board of directors of potential problems with this strategy. Which of the following is the CIO's
BEST course of action?

Review the security framework.

Conduct a return on investment (ROI) analysis.
Review the enterprise architecture (EA).
Perform a risk assessment.
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Answer: D

QUESTION 16
In a large enterprise, which of The following is the MOST effective way to understand the
business activities associated with the enterprise s information architecture?

Reviewing IT design with business process managers
Reviewing business strategy with senior management
Mapping business processes within a framework

Aligning business objectives to organizational strategy
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Answer: A

QUESTION 17

A board of directors is concerned that a major IT implementation has the potential to significantly
disrupt enterprise operations. Which of the following would be MOST helpful in identifying the
extent of the potential impact of the disruption?

An analysis of the current enterprise risk appetite

An earned value analysis (EVA) of the implementation

A risk assessment of the implementation

A review of lessons learned from previous implementations
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Answer: C
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