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QUESTION 1

An OT architect has deployed a Layer 2 switch in the OT network at Level 1 the Purdue model-
process control. The purpose of the Layer 2 switch is to segment traffic between PLC1 and PLC2
with two VLANSs. All the traffic between PLC1 and PLC2 must first flow through the Layer 2 switch
and then through the FortiGate device in the Level 2 supervisory control network.

What statement about the traffic between PLC1 and PLC2 is true?

The Layer 2 switch rewrites VLAN tags before sending traffic to the FortiGate device.

The Layer 2 switches routes any traffic to the FortiGate device through an Ethernet link.
PLC1 and PLC2 traffic must flow through the Layer-2 switch trunk link to the FortiGate device.
In order to communicate, PLC1 must be in the same VLAN as PLC2.
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Answer: B

QUESTION 2

An OT administrator is defining an incident notification policy using FortiSIEM and would like to
configure the system with a notification policy. If an incident occurs, the administrator would like
to be able to intervene and block an IP address or disable a user in Active Directory from
FortiSIEM.

Which step must the administrator take to achieve this task?

Configure a fabric connector with a natification policy on FortiSIEM to connect with FortiGate.
Create a notification policy and define a script/remediation on FortiSIEM.

Define a script/remediation on FortiManager and enable a notification rule on FortiSIEM.
Deploy a mitigation script on Active Directory and create a notification policy on FortiSIEM.
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Answer: B

QUESTION 3
Refer to the exhibit. Based on the Purdue model, which three measures can be implemented in
the control area zone using the Fortinet Security Fabric? (Choose three.)

Control Area
Zones 2 Supervisory Control
Supervisory Control Network
. Process Control
1 Local Area Network
: Physical Plant Floor
Levels 0 Physmal Instrument Bus Network

A. FortiGate for SD-WAN
B. FortiGate for application control and IPS
C. FortiNAC for network access control
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D. FortiSIEM for security incident and event management
E. FortiEDR for endpoint detection

Answer: BCE

QUESTION 4
What can be assigned using network access control policies?

A. Layer 3 polling intervals

B. FortiNAC device polling methods
C. Logical networks

D. Profiling rules

Answer: C

QUESTION 5
As an OT administrator, it is important to understand how industrial protocols work in an OT
network.

Which communication method is used by the Modbus protocol?

A. ltuses OSI Layer 2 and the primary device sends data based on request from secondary device.
B

It uses OSI Layer 2 and both the primary/secondary devices always send data during the
communication.

C. Iltuses OSI Layer 2 and both the primary/secondary devices send data based on a matching
token ring.

D. Ituses OSI Layer 2 and the secondary device sends data based on request from primary device.

Answer: D

QUESTION 6

An OT network architect must deploy a solution to protect fuel pumps in an industrial remote
network. All the fuel pumps must be closely monitored from the corporate network for any
temperature fluctuations.

How can the OT network architect achieve this goal?

A. Configure a fuel server on the remote network, and deploy a FortiSIEM with a single pattern
temperature security rule on the corporate network.

B. Configure a fuel server on the corporate network, and deploy a FortiSIEM with a single pattern
temperature performance rule on the remote network.

C. Configure a fuel server on the remote network, and deploy a FortiSIEM with a single pattern
temperature performance rule on the corporate network.

D. Configure both fuel server and FortiSIEM with a single-pattern temperature performance rule on
the corporate network.

Answer: B
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