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QUESTION 1

A company is planning to create a service that requires encryption in transit. The traffic must not

be decrypted between the client and the backend of the service. The company will implement the
service by using the gRPC protocol over TCP port 443. The service will scale up to thousands of

simultaneous connections. The backend of the service will be hosted on an Amazon Elastic
Kubernetes Service (Amazon EKS) duster with the Kubernetes Cluster Autoscaler and the
Horizontal Pod Autoscaler configured. The company needs to use mutual TLS for two-way
authentication between the client and the backend.

Which solution will meet these requirements?

A.

Install the AWS Load Balancer Controller for Kubernetes. Using that controller, configure a
Network Load Balancer with a TCP listener on port 443 to forward traffic to the IP addresses of
the backend service Pods.

Install the AWS Load Balancer Controller for Kubernetes. Using that controller, configure an
Application Load Balancer with an HTTPS listener on port 443 to forward traffic to the IP
addresses of the backend service Pods.

Create a target group. Add the EKS managed node group's Auto Scaling group as a target Create
an Application Load Balancer with an HTTPS listener on port 443 to forward traffic to the target
group.

Create a target group. Add the EKS managed node group's Auto Scaling group as a target.
Create a Network Load Balancer with a TLS listener on port 443 to forward traffic to the target
group.

Answer: B

Explanation:

Only ALB supports the gRPC protocol, and the NGINX ingress controller can be used to
configure mutual TLS authentication.
https://docs.aws.amazon.com/elasticloadbalancing/latest/application/load-balancer-target-
groups.html#target-group-protocol-version https://docs.aws.amazon.com/prescriptive-
guidance/latest/patterns/deploy-a-grpc-based-application-on-an-amazon-eks-cluster-and-access-
it-with-an-application-load-balancer.html

QUESTION 2

A company is deploying a new application in the AWS Cloud. The company wants a highly
available web server that will sit behind an Elastic Load Balancer. The load balancer will route
requests to multiple target groups based on the URL in the request. All traffic must use HTTPS.
TLS processing must be offloaded to the load balancer. The web server must know the user's IP
address so that the company can keep accurate logs for security purposes.

Which solution will meet these requirements?

A. Deploy an Application Load Balancer with an HTTPS listener. Use path-based routing rules to
forward the traffic to the correct target group. Include the X-Forwarded-For request header with
traffic to the targets.

B. Deploy an Application Load Balancer with an HTTPS listener for each domain. Use host-based
routing rules to forward the traffic to the correct target group for each domain. Include the X-
Forwarded-For request header with traffic to the targets.

C. Deploy a Network Load Balancer with a TLS listener. Use path-based routing rules to forward the
traffic to the correct target group. Configure client IP address preservation for traffic to the targets.

D. Deploy a Network Load Balancer with a TLS listener for each domain. Use host-based routing
rules to forward the traffic to the correct target group for each domain. Configure client IP address
preservation for traffic to the targets.

Answer: A

Explanation:
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An Application Load Balancer (ALB) can be used to route traffic to multiple target groups based
on the URL in the request. The ALB can be configured with an HTTPS listener to ensure all traffic
uses HTTPS. TLS processing can be offloaded to the ALB, which reduces the load on the web
server. Path-based routing rules can be used to route traffic to the correct target group based on
the URL in the request. The X-Forwarded-For request header can be included with traffic to the
targets, which will allow the web server to know the user's IP address and keep accurate logs for
security purposes.
https://docs.aws.amazon.com/elasticloadbalancing/latest/application/x-forwarded-headers.htmi

QUESTION 3

A company has developed an application on AWS that will track inventory levels of vending
machines and initiate the restocking process automatically. The company plans to integrate this
application with vending machines and deploy the vending machines in several markets around
the world. The application resides in a VPC in the us-east-1 Region. The application consists of
an Amazon Elastic Container Service (Amazon ECS) cluster behind an Application Load
Balancer (ALB). The communication from the vending machines to the application happens over
HTTPS. The company is planning to use an AWS Global Accelerator accelerator and configure
static IP addresses of the accelerator in the vending machines for application endpoint access.
The application must be accessible only through the accelerator and not through a direct
connection over the internet to the ALB endpoint.

Which solution will meet these requirements?

A. Configure the ALB in a private subnet of the VPC. Attach an internet gateway without adding
routes in the subnet route tables to point to the internet gateway. Configure the accelerator with
endpoint groups that include the ALB endpoint. Configure the ALB's security group to only allow
inbound traffic from the internet on the ALB listener port.

B. Configure the ALB in a private subnet of the VPC. Configure the accelerator with endpoint groups
that include the ALB endpoint. Configure the ALB's security group to only allow inbound traffic
from the internet on the ALB listener port.

C. Configure the ALB in a public subnet of the VPAttach an internet gateway. Add routes in the
subnet route tables to point to the internet gateway. Configure the accelerator with endpoint
groups that include the ALB endpoint. Configure the ALB's security group to only allow inbound
traffic from the accelerator's IP addresses on the ALB listener port.

D. Configure the ALB in a private subnet of the VPC. Attach an internet gateway. Add routes in the
subnet route tables to point to the internet gateway. Configure the accelerator with endpoint
groups that include the ALB endpoint. Configure the ALB's security group to only allow inbound
traffic from the accelerator's IP addresses on the ALB listener port.

Answer: A

Explanation:

When you add an internal Application Load Balancer or an Amazon EC2 instance endpoint in
AWS Global Accelerator, you enable internet traffic to flow directly to and from the endpoint in
Virtual Private Clouds (VPCs) by targeting it in a private subnet. The VPC that contains the load
balancer or EC2 instance must have an internet gateway attached to it, to indicate that the VPC
accepts internet traffic. However, you don't need public IP addresses on the load balancer or EC2
instance. You also don't need an associated internet gateway route for the subnet.
https://docs.aws.amazon.com/global-accelerator/latest/dg/secure-vpc-connections.html

QUESTION 4

A company has a global network and is using transit gateways to connect AWS Regions together.
The company finds that two Amazon EC?2 instances in different Regions are unable to
communicate with each other. A network engineer needs to troubleshoot this connectivity issue.
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What should the network engineer do to meet this requirement?

A. Use AWS Network Manager Route Analyzer to analyze routes in the transit gateway route tables
and in the VPC route tables. Use VPC flow logs to analyze the IP traffic that security group rules
and network ACL rules accept or reject in the VPC.

B. Use AWS Network Manager Route Analyzer to analyze routes in the transit gateway route tables.
Verify that the VPC route tables are correct. Use AWS Firewall Manager to analyze the IP traffic
that security group rules and network ACL rules accept or reject in the VPC.

C. Use AWS Network Manager Route Analyzer to analyze routes in the transit gateway route tables.
Verify that the VPC route tables are correct. Use VPC flow logs to analyze the IP traffic that
security group rules and network ACL rules accept or reject in the VPC.

D. Use VPC Reachability Analyzer to analyze routes in the transit gateway route tables. Verify that
the VPC route tables are correct. Use VPC flow logs to analyze the IP traffic that security group
rules and network ACL rules accept or reject in the VPC.

Answer: C

Explanation:

AWS Network Manager Route Analyzer to analyze routes in the transit gateway. Route tables
and in the VPC route tables will use VPC flow logs or Reachability Analyzer to analyze routes.
https://docs.aws.amazon.com/network-manager/latest/tgwnm/route-analyzer.html

QUESTION 5

A company uses a 1 Gbps AWS Direct Connect connection to connect its AWS environment to its
on-premises data center. The connection provides employees with access to an application VPC
that is hosted on AWS. Many remote employees use a company-provided VPN to connect to the
data center. These employees are reporting slowness when they access the application during
business hours. On-premises users have started to report similar slowness while they are in the
office.

The company plans to build an additional application on AWS. On-site and remote employees will
use the additional application. After the deployment of this additional application, the company will
need 20% more bandwidth than the company currently uses. With the increased usage, the
company wants to add resiliency to the AWS connectivity. A network engineer must review the
current implementation and must make improvements within a limited budget.

What should the network engineer do to meet these requirements MOST cost-effectively?

A. Setup anew 1 Ghps Direct Connect dedicated connection to accommodate the additional traffic
load from remote employees and the additional application. Create a link aggregation group
(LAG).

B. Deploy an AWS Site-to-Site VPN connection to the application VPC. Configure the on-premises
routing for the remote employees to connect to the Site-to-Site VPN connection.

C. Deploy Amazon Workspaces into the application VPInstruct the remote employees to connect to
Workspaces.

D. Replace the existing 1 Gbps Direct Connect connection with two new 2 Gbps Direct Connect
hosted connections. Create an AWS Client VPN endpoint in the application VPC. Instruct the
remote employees to connect to the Client VPN endpoint.

Answer: D

Explanation:

In case of one link failure single 2 Gbps Direct Connect hosted connection will be sufficient to
handle all the traffic for on-premises users. Remote users will connect by AWS client VPN directly
to VPC.
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QUESTION 6

A company is deploying third-party firewall appliances for traffic inspection and NAT capabilities
in its VPC. The VPC is configured with private subnets and public subnets. The company needs
to deploy the firewall appliances behind a load balancer.

Which architecture will meet these requirements MOST cost-effectively?

A. Deploy a Gateway Load Balancer with the firewall appliances as targets. Configure the firewall
appliances with a single network interface in a private subnet. Use a NAT gateway to send the
traffic to the internet after inspection.

B. Deploy a Gateway Load Balancer with the firewall appliances as targets. Configure the firewall
appliances with two network interfaces: one network interface in a private subnet and another
network interface in a public subnet. Use the NAT functionality on the firewall appliances to send
the traffic to the internet after inspection.

C. Deploy a Network Load Balancer with the firewall appliances as targets. Configure the firewall
appliances with a single network interface in a private subnet. Use a NAT gateway to send the
traffic to the internet after inspection.

D. Deploy a Network Load Balancer with the firewall appliances as targets. Configure the firewall
appliances with two network interfaces: one network interface in a private subnet and another
network interface in a public subnet. Use the NAT functionality on the firewall appliances to send
the traffic to the internet after inspection.

Answer: B

Explanation:
https://docs.aws.amazon.com/whitepapers/latest/building-scalable-secure-multi-vpc-network-
infrastructure/using-nat-gateway-and-gwlb-with-ec2.html

Some third-party appliances can support SNAT and overlay routing (two-arm mode) therefore
eliminating the need to create NAT gateways for saving costs. However, consult with an AWS
partner of your choice before using this mode as this is dependent on vendor support and
implementation.

Given the above link, is it advisable to choose an option which does not fall into Best Practices
but may have some lower cost, not established with all vendors.

QUESTION 7

A company has a hybrid cloud environment. The company's data center is connected to the AWS
Cloud by an AWS Direct Connect connection. The AWS environment includes VPCs that are
connected together in a hub-and-spoke model by a transit gateway. The AWS environment has a
transit VIF with a Direct Connect gateway for on-premises connectivity.

The company has a hybrid DNS model. The company has configured Amazon Route 53 Resolver
endpoints in the hub VPC to allow bidirectional DNS traffic flow. The company is running a
backend application in one of the VPCs.

The company uses a message-oriented architecture and employs Amazon Simple Queue Service
(Amazon SQS) to receive messages from other applications over a private network. A network
engineer wants to use an interface VPC endpoint for Amazon SQS for this architecture. Client
services must be able to access the endpoint service from on premises and from multiple VPCs
within the company's AWS infrastructure.

Which combination of steps should the network engineer take to ensure that the client
applications can resolve DNS for the interface endpoint? (Choose three.)

A. Create the interface endpoint for Amazon SQS with the option for private DNS names turned on.
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B. Create the interface endpoint for Amazon SQS with the option for private DNS names turned off.

C. Manually create a private hosted zone for sgs.us-east-1.amazonaws.com. Add necessary records
that point to the interface endpoint. Associate the private hosted zones with other VPCs.

D. Use the automatically created private hosted zone for sgs.us-east-1.amazonaws.com with
previously created necessary records that point to the interface endpoint. Associate the private
hosted zones with other VPCs.

E. Access the SQS endpoint by using the public DNS name sgs.us-east-1 amazonaws.com in VPCs
and on premises.

F. Access the SQS endpoint by using the private DNS name of the interface endpoint .sgs.us-east-
1.vpce.amazonaws.com in VPCs and on premises.

Answer: BDE

Explanation:

To access interface endpoints through other VPCs, we need to:

1. Disable private DNS for VPC endpoints

2. Create PHZ e.g. sgs.us-east-1.amazonaws.com

3. Create Alias record pointing to VPC endpoint DNS

4. Associate PHZ with all the spoke VPCs
https://docs.aws.amazon.com/whitepapers/latest/building-scalable-secure-multi-vpc-network-
infrastructure/centralized-access-to-vpc-private-endpoints.html
https://aws.amazon.com/es/blogs/networking-and-content-delivery/centralized-dns-management-
of-hybrid-cloud-with-amazon-route-53-and-aws-transit-gateway/

QUESTION 8

A retail company is running its service on AWS. The company's architecture includes Application
Load Balancers (ALBS) in public subnets. The ALB target groups are configured to send traffic to
backend Amazon EC2 instances in private subnets. These backend EC2 instances can call
externally hosted services over the internet by using a NAT gateway.

The company has noticed in its billing that NAT gateway usage has increased significantly.

A network engineer needs to find out the source of this increased usage. Which options can the
network engineer use to investigate the traffic through the NAT gateway? (Choose two.)

A.

Enable VPC flow logs on the NAT gateway's elastic network interface. Publish the logs to a log
group in Amazon CloudWatch Logs. Use CloudWatch Logs Insights to query and analyze the
logs.

Enable NAT gateway access logs. Publish the logs to a log group in Amazon CloudWatch Logs.
Use CloudWatch Logs Insights to query and analyze the logs.

Configure Traffic Mirroring on the NAT gateway's elastic network interface. Send the traffic to an
additional EC2 instance. Use tools such as tcpdump and Wireshark to query and analyze the
mirrored traffic.

Enable VPC flow logs on the NAT gateway's elastic network interface. Publish the logs to an
Amazon S3 bucket. Create a custom table for the S3 bucket in Amazon Athena to describe the
log structure. Use Athena to query and analyze the logs.

Enable NAT gateway access logs. Publish the logs to an Amazon S3 bucket. Create a custom
table for the S3 bucket in Amazon Athena to describe the log structure. Use Athena to query and
analyze the logs.

Answer: AD

Explanation:

To investigate the increased usage of a NAT gateway in a VPC architecture with ALBs and
backend EC2 instances, a network engineer can use the following options:

Enable VPC flow logs on the NAT gateway's elastic network interface and publish the logs to a
log group in Amazon CloudWatch Logs. Use CloudWatch Logs Insights to query and analyze the
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logs. (Option A)

Enable VPC flow logs on the NAT gateway's elastic network interface and publish the logs to an
Amazon S3 bucket. Create a custom table for the S3 bucket in Amazon Athena to describe the
log structure and use Athena to query and analyze the logs. (Option D) These options allow for
detailed analysis of traffic through the NAT gateway to identify the source of increased usage.

QUESTION 9

A company has deployed a critical application on a fleet of Amazon EC2 instances behind an
Application Load Balancer. The application must always be reachable on port 443 from the public
internet. The application recently had an outage that resulted from an incorrect change to the
EC2 security group.

A network engineer needs to automate a way to verify the network connectivity between the
public internet and the EC2 instances whenever a change is made to the security group. The
solution also must notify the network engineer when the change affects the connection.

Which solution will meet these requirements?

A. Enable VPC Flow Logs on the elastic network interface of each EC2 instance to capture REJECT
traffic on port 443. Publish the flow log records to a log group in Amazon CloudWatch Logs.
Create a CloudWatch Logs metric filter for the log group for rejected traffic. Create an alarm to
notify the network engineer.

B. Enable VPC Flow Logs on the elastic network interface of each EC2 instance to capture all traffic
on port 443. Publish the flow log records to a log group in Amazon CloudWatch Logs. Create a
CloudWatch Logs metric filter for the log group for all traffic. Create an alarm to notify the network
engineer

C. Create a VPC Reachability Analyzer path on port 443. Specify the security group as the source.
Specify the EC2 instances as the destination. Create an Amazon Simple Notification Service
(Amazon SNS) topic to notify the network engineer when a change to the security group affects
the connection. Create an AWS Lambda function to start Reachability Analyzer and to publish a
message to the SNS topic in case the analyses fail Create an Amazon EventBridge (Amazon
CloudWatch Events) rule to invoke the Lambda function when a change to the security group
occurs.

D. Create a VPC Reachability Analyzer path on port 443. Specify the internet gateway of the VPC as
the source. Specify the EC2 instances as the destination. Create an Amazon Simple Notification
Service (Amazon SNS) topic to notify the network engineer when a change to the security group
affects the connection. Create an AWS Lambda function to start Reachability Analyzer and to
publish a message to the SNS topic in case the analyses fail. Create an Amazon EventBridge
(Amazon CloudWatch Events) rule to invoke the Lambda function when a change to the security
group occurs.

Answer: C

Explanation:
https://docs.aws.amazon.com/vpc/latest/userguide/egress-only-internet-gateway.html
Egress only internet gateway avoid internet initiate the traffic.

QUESTION 10

A security team is performing an audit of a company's AWS deployment. The security team is
concerned that two applications might be accessing resources that should be blocked by network
ACLs and security groups. The applications are deployed across two Amazon Elastic Kubernetes
Service (Amazon EKS) clusters that use the Amazon VPC Container Network Interface (CNI)
plugin for Kubernetes. The clusters are in separate subnets within the same VPC and have a
Cluster Autoscaler configured.

The security team needs to determine which POD IP addresses are communicating with which
services throughout the VPC. The security team wants to limit the number of flow logs and wants
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to examine the traffic from only the two applications.
Which solution will meet these requirements with the LEAST operational overhead?

A. Create VPC flow logs in the default format. Create a filter to gather flow logs only from the EKS
nodes. Include the srcaddr field and the dstaddr field in the flow logs.

B. Create VPC flow logs in a custom format. Set the EKS nodes as the resource Include the pkt-
srcaddr field and the pkt-dstaddr field in the flow logs.

C. Create VPC flow logs in a custom format. Set the application subnets as resources. Include the
pkt-srcaddr field and the pkt-dstaddr field in the flow logs.

D. Create VPC flow logs in a custom format. Create a filter to gather flow logs only from the EKS
nodes. Include the pkt-srcaddr field and the pkt-dstaddr field in the flow logs.

Answer: B

Explanation:

Network Firewall supports Amazon Kinesis Data Firehose as one of the logging destinations.
The timing of Network Firewall log delivery varies by location type, averaging 3-6 minutes for
Amazon CloudWatch Logs and Amazon Kinesis Data Firehose and 8-12 minutes for Amazon
Simple Storage Service buckets.
https://docs.aws.amazon.com/network-firewall/latest/developerguide/firewall-logging.html

QUESTION 11

A company is using custom DNS servers that run BIND for name resolution in its VPCs. The
VPCs are deployed across multiple AWS accounts that are part of the same organization in AWS
Organizations. All the VPCs are connected to a transit gateway. The BIND servers are running in
a central VPC and are configured to forward all queries for an on-premises DNS domain to DNS
servers that are hosted in an on-premises data center. To ensure that all the VPCs use the
custom DNS servers, a network engineer has configured a VPC DHCP options set in all the
VPCs that specifies the custom DNS servers to be used as domain nhame servers.

Multiple development teams in the company want to use Amazon Elastic File System (Amazon
EFS). A development team has created a new EFS file system but cannot mount the file system
to one of its Amazon EC2 instances. The network engineer discovers that the EC2 instance
cannot resolve the IP address for the EFS mount point fs-33444567d.efs.us-east-
1.amazonaws.com. The network engineer needs to implement a solution so that development
teams throughout the organization can mount EFS file systems.

Which combination of steps will meet these requirements? (Choose two.)

A. Configure the BIND DNS servers in the central VPC to forward queries for efs.us-east-
1.amazonaws.com to the Amazon provided DNS server (169.254.169.253).

B. Create an Amazon Route 53 Resolver outbound endpoint in the central VPC. Update all the VPC
DHCP options sets to use AmazonProvidedDNS for name resolution.

C. Create an Amazon Route 53 Resolver inbound endpoint in the central VPUpdate all the VPC
DHCP options sets to use the Route 53 Resolver inbound endpoint in the central VPC for name
resolution.

D. Create an Amazon Route 53 Resolver rule to forward queries for the on-premises domain to the
on-premises DNS servers. Share the rule with the organization by using AWS Resource Access
Manager (AWS RAM). Associate the rule with all the VPCs.

E. Create an Amazon Route 53 private hosted zone for the efs.us-east-1.amazonaws.com domain.
Associate the private hosted zone with the VPC where the EC2 instance is deployed. Create an A
record for fs-33444567d.efs.us-east-1.amazonaws.com in the private hosted zone. Configure the
A record to return the mount target of the EFS mount point.

Answer: BD
Explanation:
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https://aws.amazon.com/blogs/security/simplify-dns-management-in-a-multiaccount-environment-
with-route-53-resolver/

You can mount an Amazon EFS file system on an Amazon EC2 instance using DNS names. The
file system DNS name automatically resolves to the mount target’s IP address in the Availability
Zone of the connecting Amazon EC2 instance. To be able to do that, the VPC must use the
default DNS provided by Amazon to resolve EFS DNS names.

If you plan to use EFS in your environment, | recommend that you resolve EFS DNS names
locally and avoid sending these queries to central DNS because clients in that case would not
receive answers optimized for their availability zone, which might result in higher operation
latencies and less durability.

QUESTION 12

An ecommerce company is hosting a web application on Amazon EC2 instances to handle
continuously changing customer demand. The EC2 instances are part of an Auto Scaling group.
The company wants to implement a solution to distribute traffic from customers to the EC2
instances. The company must encrypt all traffic at all stages between the customers and the
application servers.

No decryption at intermediate points is allowed.

Which solution will meet these requirements?

A. Create an Application Load Balancer (ALB). Add an HTTPS listener to the ALB. Configure the
Auto Scaling group to register instances with the ALB's target group.

B. Create an Amazon CloudFront distribution. Configure the distribution with a custom SSL/TLS
certificate. Set the Auto Scaling group as the distribution's origin.

C. Create a Network Load Balancer (NLB). Add a TCP listener to the NLB. Configure the Auto
Scaling group to register instances with the NLB's target group.

D. Create a Gateway Load Balancer (GLB). Configure the Auto Scaling group to register instances
with the GLB's target group.

Answer: C

Explanation:

If you need to pass encrypted traffic to the targets without the load balancer decrypting it, create a
TCP listener on port 443 instead of creating a TLS listener.
https://docs.aws.amazon.com/elasticloadbalancing/latest/network/create-tls-listener.htmi

QUESTION 13

A company has two on-premises data center locations. There is a company-managed router at
each data center. Each data center has a dedicated AWS Direct Connect connection to a Direct
Connect gateway through a private virtual interface. The router for the first location is advertising
110 routes to the Direct Connect gateway by using BGP, and the router for the second location is
advertising 60 routes to the Direct Connect gateway by using BGP. The Direct Connect gateway
is attached to a company VPC through a virtual private gateway.

A network engineer receives reports that resources in the VPC are not reachable from various
locations in either data center. The network engineer checks the VPC route table and sees that
the routes from the first data center location are not being populated into the route table. The
network engineer must resolve this issue in the most operationally efficient manner.

What should the network engineer do to meet these requirements?

A. Remove the Direct Connect gateway, and create a new private virtual interface from each
company router to the virtual private gateway of the VPC.

B. Change the router configurations to summarize the advertised routes.
C. Open a support ticket to increase the quota on advertised routes to the VPC route table.
D. Create an AWS Transit Gateway. Attach the transit gateway to the VPC, and connect the Direct
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Connect gateway to the transit gateway.

Answer: B

Explanation:

If you advertise more than 100 routes each for IPv4 and IPv6 over the BGP session, the BGP
session will go into an idle state with the BGP session DOWN.
https://docs.aws.amazon.com/directconnect/latest/UserGuide/limits.html

QUESTION 14

A company has multiple AWS accounts. Each account contains one or more VPCs. A new
security guideline requires the inspection of all traffic between VPCs. The company has deployed
a transit gateway that provides connectivity between all VPCs. The company also has deployed a
shared services VPC with Amazon EC2 instances that include IDS services for stateful
inspection. The EC2 instances are deployed across three Availability Zones. The company has
set up VPC associations and routing on the transit gateway. The company has migrated a few
test VPCs to the new solution for traffic inspection. Soon after the configuration of routing, the
company receives reports of intermittent connections for traffic that crosses Availability Zones.
What should a network engineer do to resolve this issue?

A. Modify the transit gateway VPC attachment on the shared services VPC by enabling cross-
Availability Zone load balancing.

B. Modify the transit gateway VPC attachment on the shared services VPC by enabling appliance
mode support.

C. Modify the transit gateway by selecting VPN equal-cost multi-path (ECMP) routing support.

D. Modify the transit gateway by selecting multicast support.

Answer: B

Explanation:

To resolve the issue of intermittent connections for traffic that crosses Availability Zones after
configuring routing for traffic inspection between VPCs using a transit gateway and EC2
instances with IDS services in a shared services VPC, a network engineer should modify the
transit gateway.

VPC attachment on the shared services VPC by enabling appliance mode support (Option B).
This will ensure that traffic is routed to the same EC2 instance for stateful inspection and prevent
intermittent connections.
https://docs.aws.amazon.com/vpc/latest/tgw/transit-gateway-appliance-scenario.html
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