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QUESTION 1
Which Daemon should be debugged for HTTPS inspection related issues?

A. VPND
B. WSTLSD
C. FWD

D. HTTPD

Answer: B

QUESTION 2
When URL category is not found in the kernel cache, what action will GW do?

RAD In user space will forward request to the cloud

GW will update kernel cache during next policy install

RAD in kernel space will forward request to the cloud

RAD forwards this request to CMI which is the brain of inspection

Dow>

Answer: A

QUESTION 3

The Unified Access Control policy eliminates the need to maintain policies for different access
control features However, you need to start a general debug of the Unified Policy with all flags
turned on Which of the following is the correct syntax?

fw ctl debug -m UP all

fw ctl debug -m UP + all flags
fw ctl kdebug -m UP all

fwm ctl debug -m UP all

Dow>

Answer: A

QUESTION 4
What components make up the Context Management Infrastructure?

A. CPMI and FW Loader

B. CPXand FWM

C. CPMand SOLR

D. CMI Loader and Pattern Matcher

Answer: D

QUESTION 5
What command would you run to verify the communication between the Security Gateway and
the Identity Collector?

A. fw ctl debug -m IDAPI
B. pdp connections idc
C. fw ctl debug -m fw + nac
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D. adlog

Answer: B

QUESTION 6
How does Identity Collector connect to Windows Server?

A. ADQuery is needed for connection
B. LDAP connection

C. It uses a PDP demon to connect
D. via Windows API

Answer: D

QUESTION 7

You receive complains that Guest Users cannot login and use the Guest Network which is
configured with Access Role of Guest Users. You need to verity the Captive Portal configuration.
Where can you find the config file?

A. on the gateway at SNACPORTAL_ HOME/conf/httpd_ nac.conf

B. on the management at SCPNAC_ HOME/conf/httpd _ nac.conf

C. on the management at SNACPORTAL__ HOME/conf/httpd_ nac.conf
D. on the gateway at SCPNAC_ HOME/conf/httpd_ nac.conf

Answer: A

QUESTION 8
What cli command is run on the GW to verify communication to the identity Collector?

pdp connections idc
pep connections idc
show idc connections
fwd connected

Dow>

Answer: A

QUESTION 9
For identity Awareness what is the PDP process?

A. Identity server

B. Captive Portal Service
C. User Auth Database
D. Log Sifter

Answer: A

QUESTION 110
How many packets are needed to establish IKEv1?
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A. Only three packets for main mode
B. 8

C. 5

D. 6

Answer: D

QUESTION 11
You want to fully investigate the VPN establishment, what will you do?

A. vpn debug and use IKEview

B. debug FWD because VPND Is child process

C. use vpn tu command and use option 8 to start debug
D. use kernel debug with fw ctl debug -m VPN all

Answer: A

QUESTION 12

VPN issues may result from misconfiguration communication failure, or incompatible default
configurations between peers. Which basic command syntax needs to be used for
troubleshooting Site-toSite VPN Issues?

A. vpn truncon debug
B. cp debug truncon
C. fw debug truncon
D. vpn debug truncon

Answer: D

QUESTION 13
Like a Site-to-Site VPN between two Security Gateways, a Remote Access VPN relies on the
Internet Key Exchange (IKE) what types of keys are generated by IKE during negotiation?

A. Produce a symmetric key on both sides

B. Produce an asymmetric key on both sides
C. Symmetric keys based on pre-shared secret
D. Produce a pair of public and private keys

Answer: D
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