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QUESTION 1
During the on-boarding process through the captive portal, what are two reasons why a host that
successfully registered would remain stuck in the Registration VLAN? (Choose two.)

The wrong agent is installed.

The port default VLAN is the same as the Registration VLAN.
Bridging is enabled on the host.

There is another unregistered host on the same port.
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Answer: BD

QUESTION 2
When FortiNAC is managing FortiGate VPN users, why is an endpoint compliance policy
necessary?

A. To confirm installed security software
B. To validate the VPN user credentials
C. To designate the required agent type
D. To validate the VPN client being used

Answer: A

QUESTION 3
In a wireless integration, what method does FortiNAC use to obtain connecting MAC address
information?

SNMP traps

RADIUS

Endstation traffic monitoring
Link traps
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Answer: B

QUESTION 4
Which two agents can validate endpoint compliance transparently to the end user? (Choose two.)

Dissolvable
Mobile
Passive
Persistent
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Answer: BD

QUESTION 5
Which two things must be done to allow FortiNAC to process incoming syslog messages from an
unknown vendor? (Choose two.)

A. A security event parser must be created for the device.
B. The device sending the messages must be modeled in the Network Inventory view.
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C. The device must be added as a patch management server.
D. The device must be added as a log receiver.

Answer: AD

QUESTION 6
Which two methods can be used to gather a list of installed applications and application details
from a host? (Choose two.)

Agent technology

Portal page on-boarding options
MDM integration

Application layer traffic inspection
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Answer: AC

QUESTION 7
Which devices would be evaluated by device profiling rules?

Rogue devices, each time they connect

All hosts, each time they connect

Known trusted devices, each time they change location

Rogue devices, only when they are initially added to the database
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Answer: A

QUESTION 8
Which three are components of a security rule? (Choose three.)

Methods

Security String
Trigger

User or host profile
Action

moowp

Answer: CDE
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