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QUESTION 1
Identity Awareness lets an administrator easily configure network access and auditing based on
three times. Choose the correct statement.

A. Network location, the identity of a user and the identity of a machine.

B. Geographical location, the identity of a user and the identity of a machine.
C. Network location, the identity of a user and the active directory membership.
D. Network location, the telephone number of a user and the UID of a machine.

Answer: A

QUESTION 2
Fill in the blanks. Default port numbers for an LDAP server is for standard connections
and SSL connections.

443; 389
636; 8080
290; 3389
389; 636
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Answer: D

QUESTION 3
By default, what information is NOT collected from a Security Gateway in a CPINFO?

A. OS and Network Statistics

B. Configuration and database files
C. Firewall logs

D. System message logs

Answer: C

QUESTION 4
What command can you use to have cpinfo display all installed hotfixes?

A. cpinfo-hf

B. cpinfo installed_jumbo
C. cpinfo -get hf

D. cpinfo -y all

Answer: D

QUESTION 5
Which command collects diagnostic data for analyzing a customer setup remotely?

cpv
cpinfo

migrate export
sysinfo
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Answer: B

QUESTION 6
By default, what type of rules in the Access Control rulebase allow the control connections?

A. Implicit Rules
B. Explicitly Implied Rules
C. Implied Rules
D. Explicit Rules

Answer: C

QUESTION 7
Check Point Support in many cases asks you for a configuration summary of your Check Point
system. This is also called:

A. sysinfo
B. cpsizeme
C. cpinfo

D. cpexport

Answer: C

QUESTION 8
What is the name of the secure application for Mail/Calendar for mobile devices?

A. Secure Workspace
B. Capsule Mail
C. Capsule Workspace
D. Capsule VPN

Answer: C

QUESTION 9
What is the difference between SSL VPN and IPSec VPN?

A. SSL VPN requires installation of a resilient VPN client

B. SSL VPN and IPSec VPN are the same

C. IPSec VPN does not require installation of a resident VPN client
D

. IPSec VPN requires installation of a resident VPN client and SSL VPN requires only an installed
Browser

Answer: D

QUESTION 10
Which Remote Access Client does not provide an Office-Mode Address?
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Endpoint Security Suite
Check Point Mobile
SecuRemote

Endpoint Security VPN
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Answer: C

QUESTION 11
Which feature allows Remote-access VPN users to access resources across a site-to-site VPN
tunnel?

A. Mobile Access VPN Domain

B. Community Specific VPN Domain
C. Remote Access VPN Switch

D. Network Access VPN Domain

Answer: B

QUESTION 12
SSL Network Extender (SNX) is a thin SSL VPN on-demand client that is installed on the remote
user's machine via the web browser. What are the two modes of SNX?

A. Network and Layers

B. Application and Client Service
C. Network and Application

D. Virtual Adapter and Mobile App

Answer: C

QUESTION 13
Which one of the following is true about Capsule Connect?

A. ltis afull layer 3 VPN client

B. Itis supported only on iOS phones and Windows PCs
C. It offers full enterprise mobility management

D. It does not support all VPN authentication methods

Answer: A

QUESTION 14
Which Mobile Access Application allows a secure container on Mobile devices to give users
access to internal website, file share and emails?

Check Point Capsule Workspace
Check Point Capsule Remote
Check Point Mobile Web Portal
Check Point Remote User
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Answer: A
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QUESTION 15
Which Mobile Access Solution is clientless?

A. Mobile Access Portal
B. Checkpoint Mobile

C. Endpoint Security Suite
D. SecuRemote

Answer: A

QUESTION 16
The Log server sends what to the Correlation Unit?

A. Authentication requests
B. Event Policy
C. Logs

D. CPMI dbsync

Answer: C

QUESTION 17
What is the recommended configuration when the customer requires SmartLog indexing for 14
days and SmartEvent to keep events for 180 days?

A. Choose different setting for log storage and SmartEvent db
B. Itis not possible

C. Install Management and SmartEvent on different machines
D. Use Multi-Domain Management Server

Answer: A

QUESTION 18
What are the two types of tests when using the Compliance blade?

A. Tests conducted based on the loC XML file and analysis of SOLR documents
B. Access Control policy analysis and Threat Prevention policy analysis

C. Policy-based tests and Global properties

D. Global tests and Object-based tests

Answer: D

QUESTION 19
What is the purpose of the command "ps aux | grep fwd"?

A. You can check whether the IPS default setting is set to Detect or Prevent mode
B. You can check the Process ID and the processing time of the fwd process.
C. You can convert the log file into Post Script format.
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D. You can list all Process IDs for all running services.

Answer: B

QUESTION 20
Which of these statements describes the Check Point ThreatCloud?

A. Blocks or limits usage of web applications

B. Prevents or controls access to web sites based on category
C. A worldwide collaborative security network

D. Prevents Cloud vulnerability exploits

Answer: C

QUESTION 21
Using Web Services to access the API, which Header Name/Value had to be in the HTTP Post
request after the login?

A. uuid Universally Unique Identifier

B. API-Key

C. user-uid

D. X-chkp-sid Session Unique Identifier

Answer: D

QUESTION 22
What command would show the API server status?

A. api status
B. show api status
C. cpm status
D. api restart

Answer: A

QUESTION 23
What could NOT be a reason for synchronization issues in a Management HA environment?

A. Hardware clocks do not match even with adjustments for different time zones

B. Accidentally, you have configured unique IP addresses per Management Server which invalidates
the CA Certificate

C. There is a network connectivity failure between the servers

D. The products installed on the servers do not match: one device is a Standalone Server while the
other is only a Security Management server.

Answer: A
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