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QUESTION 1 
Which inspection mode does FortiGate use for application profiles if it is configured as a profile-
based next-generation firewall (NGFW)? 
 

A. Full content inspection 

B. Proxy-based inspection 

C. Certificate inspection 

D. Flow-based inspection 

 
Answer: D 
 
 
QUESTION 2 
Refer to the exhibit showing a FortiGuard connection debug output. 
 

 
 
Based on the output, which two facts does the administrator know about the FortiGuard 
connection? (Choose two.) 
 

A. One server was contacted to retrieve the contract information. 

B. There is at least one server that lost packets consecutively. 

C. A local FortiManager is one of the servers FortiGate communicates with. 

D. FortiGate is using default FortiGuard communication settings. 

 
Answer: AD 
 
 
QUESTION 3 
Refer to the exhibit. Why did FortiGate drop the packet? 
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A. It matched an explicitly configured firewall policy with the action DENY. 

B. It failed the RPF check. 

C. The next-hop IP address is unreachable. 

D. It matched the default implicit firewall policy. 

 
Answer: D 
 
 
QUESTION 4 
An administrator must enable a DHCP server on one of the directly connected networks on 
FortiGate. However, the administrator is unable to complete the process on the GUI to enable the 
service on the interface. 
In this scenario, what prevents the administrator from enabling DHCP service? 
 

A. The role of the interface prevents setting a DHCP server. 

B. The DHCP server setting is available only on the CLI. 

C. Another interface is configured as the only DHCP server on FortiGate. 

D. The FortiGate model does not support the DHCP server. 

 
Answer: A 
 
 
QUESTION 5 
Refer to the exhibit. Review the intrusion prevention system (IPS) profile signature settings shown 
in the exhibit. 
What do you conclude when adding the FTP.Login.Failed signature to the IPS sensor profile? 
 

 
 

A. Traffic matching the signature will be allowed and logged. 

B. The signature setting uses a custom rating threshold. 

C. The signature setting includes a group of other signatures. 

D. Traffic matching the signature will be silently dropped and logged. 

 
Answer: D 
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QUESTION 6 
The HTTP inspection process in web filtering follows a specific order when multiple features are 
enabled in the web filter profile. 
Which order must FortiGate use when the web filter profile has features such as safe search 
enabled? 
 

A. FortiGuard category filter and rating filter 

B. Static domain filter, SSL inspection filter, and external connectors filters 

C. DNS-based web filter and proxy-based web filter 

D. Static URL filter, FortiGuard category filter, and advanced filters 

 
Answer: D 
 
 
QUESTION 7 
FortiGate is integrated with FortiAnalyzer and FortiManager. 
When a firewall policy is created, which attribute is added to the policy to improve functionality 
and to support recording logs to FortiAnalyzer or FortiManager? 
 

A. Log ID 

B. Policy ID 

C. Sequence ID 

D. Universally Unique Identifier 

 
Answer: D 
 
 
QUESTION 8 
An administrator configured a FortiGate to act as a collector for agentless polling mode. 
What must the administrator add to the FortiGate device to retrieve AD user group information? 
 

A. RADIUS server 

B. DHCP server 

C. Windows server 

D. LDAP server 

 
Answer: D 
 
 
QUESTION 9 
An administrator manages a FortiGate model that supports NTurbo. 
How does NTurbo enhance performance for flow-based inspection? 
 

A. NTurbo offloads traffic to the content processor. 

B. NTurbo creates two inspection sessions on the FortiGate device. 

C. NTurbo buffers the whole file and then sends it to the antivirus engine. 

D. NTurbo creates a special data path to redirect traffic between the IPS engine its ingress and 
egress interfaces. 

 
Answer: A 
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