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QUESTION 1

Which two statements are true about the procedures the Junos security device uses when
handling traffic destined for the device itself? (Choose two.)

A. If the received packet is addressed to the ingress interface, then the device first performs a
security policy evaluation for the junos-host zone.

B. If the received packet is destined for an interface other than the ingress interface, then the device
performs a security policy evaluation for the junos-host zone.

C. If the received packet is addressed to the ingress interface, then the device first examines the
host- inbound-traffic configuration for the ingress interface and zone.

D. If the received packet is destined for an interface other than the ingress interface, then the device
performs a security policy evaluation based on the ingress and egress zone.

Answer: BC

Explanation:

When handling traffic that is destined for itself, the SRX examines the host-inbound-traffic
configuration for the ingress interface and the associated security zone. It evaluates whether the
traffic should be allowed based on this configuration. Traffic not addressed to the ingress
interface is handled based on security policies within the junos-host zone, which applies to traffic
directed to the SRX itself. For more details, refer to Juniper Host Inbound Traffic Documentation.
When handling traffic that is destined for the SRX device itself (also known as host-bound traffic),
the SRX follows a specific process to evaluate the traffic and apply the appropriate security
policies. The junos-host zone is a special security zone used for managing traffic destined for the
device itself, such as management traffic (SSH, SNMP, etc.).

QUESTION 2
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You have deployed an SRX Series device as shown in the exhibit. The devices in the Local zone
have recently been added, but their SRX interfaces have not been configured. You must
configure the SRX to meet the following requirements:
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Devices in the 10.1.1.0/24 network can communicate with other devices in the same network but
not with other networks or the SRX.

You must be able to apply security policies to traffic flows between devices in the Local zone.
Which three configuration elements will be required as part of your configuration? (Choose three.)

set security zones security-zone Local interfaces ge-0/0/1.0

set interfaces ge-0/0/1 unit 0 family ethernet-switching vlan-members 10
set protocols 12-learning global-mode switching

set protocols I2-learning global-mode transparent-bridge

set security zones security-zone Local interfaces irb.10

moow>

Answer: ABD

Explanation:

In this scenario, we need to configure the SRX Series device so that devices in the Local zone
(VLAN 10, 10.1.1.0/24 network) can communicate with each other but not with other networks or
the SRX itself. Additionally, you must be able to apply security policies to traffic flows between the
devices in the Local zone.

QUESTION 3
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Referring to the exhibit, which statement is true?

A. SRGH1 is configured in hybrid mode.

B. The ICL is encrypted.

C. If SRG1 moves to peer 2, peer 1 will drop packets sent to the SRG1 interfaces.

D. If SRG1 moves to peer 2, peer 1 will forward packets sent to the SRG1 interfaces.

Answer: D

Explanation:

The exhibit describes a Chassis Cluster configuration with high availability (HA) settings. The key
information is related to Service Redundancy Group 1 (SRG1) and its failover behavior between
the two peers.

In a typical SRX HA setup with active/backup configuration, if the SRG1 group moves to peer 2
(the backup), peer 1 (previously the active node) will forward packets to peer 2 instead of
dropping them. This ensures smooth failover and seamless continuation of services without
packet loss. This behavior is part of the active/backup failover process in SRX chassis clusters,
where the standby peer takes over traffic processing without disruption.

QUESTION 4

You are asked to create multiple virtual routers using a single SRX Series device. You must
ensure that each virtual router maintains a unique copy of the routing protocol daemon (RPD)
process.

Which solution will accomplish this task?

A. Secure wire

B. Tenant system
C. Transparent mode
D. Logical system

Answer: D

Explanation:

Logical systems on SRX Series devices allow the creation of separate virtual routers, each with
its unique RPD process. This segmentation ensures that routing and security policies are isolated
across different logical systems, effectively acting like independent routers within a single SRX
device.

To create multiple virtual routers on a single SRX Series device, each with its own unique copy of
the routing protocol daemon (RPD) process, you need to use logical systems. Logical systems
allow for the segmentation of an SRX device into multiple virtual routers, each with independent
configurations, including routing instances, policies, and protocol daemons.

A logical system on an SRX device enables you to create multiple virtual instances of the SRX,
each operating independently with its own control plane and routing processes. Each logical
system gets a separate copy of the RPD process, ensuring complete isolation between virtual
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routers. This is the correct solution when you need separate routing instances with their own RPD
processes on the same physical device.

QUESTION 5
Click the Exhibit button.

Internet
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Referring to the exhibit, which three actions do you need to take to isolate the hosts at the switch
port level if they become infected with malware? (Choose three.)

Enroll the SRX Series device with Juniper ATP Cloud.
Use a third-party connector.

Deploy Security Director with Policy Enforcer.
Configure AppTrack on the SRX Series device.
Deploy Juniper Secure Analytics.

moow>

Answer: ABC

Explanation:

A. Enroll the SRX Series device with Juniper ATP Cloud. This is essential for the SRX to receive
threat intelligence from ATP Cloud, enabling it to identify infected hosts and take action.

B. Use a third-party connector. In this specific scenario, a third-party connector is required to
integrate the SRX with the third-party switch. While Juniper has native integration for its EX
switches, a connector is necessary to communicate with and manage the third-party switch.

C. Deploy Security Director with Policy Enforcer. Security Director orchestrates the automated
response, and Policy Enforcer translates the policies into device-specific commands for the SRX
and the third-party switch (via the connector).

QUESTION 6
You want to deploy two vSRX instances in different public cloud providers to provide redundant
security services for your network. Layer 2 connectivity between the two vSRX instances is not
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possible.
What would you configure on the vSRX instances to accomplish this task?

A. Chassis cluster
B. Secure wire
C. Multinode HA
D. Virtual chassis

Answer: C

QUESTION 7

You are asked to connect two hosts that are directly connected to an SRX Series device. The
traffic should flow unchanged as it passes through the SRX, and routing or switch lookups should
not be performed. However, the traffic should still be subjected to security policy checks.

What will provide this functionality?

A. MACsec

B. Mixed mode

C. Secure wire

D. Transparent mode

Answer: C

Explanation:

Secure wire mode on SRX devices allows traffic to flow transparently through the firewall without
being routed or switched, while still applying security policies. This is ideal for scenarios where
traffic inspection is required without altering the traffic path or performing additional routing
decisions.

In this scenario, you want traffic to pass through the SRX unchanged (without routing or switching
lookups) but still be subject to security policy checks. The best solution for this requirement is
Secure Wire.

Secure Wire allows traffic to flow through the SRX without any Layer 3 routing or Layer 2
switching decisions. It effectively bridges two interfaces at Layer 2 while still applying security
policies. This ensures that traffic remains unchanged, while security policies (such as firewall
rules) can still be enforced.

This is an ideal solution when you need the SRX to act as a "bump in the wire" for security
enforcement without changing the traffic or performing complex network lookups.

QUESTION 8
Which role does an SRX Series device play in a DS-Lite deployment?

A. Softwire concentrator
B. STUN server

C. STUN client

D. Softwire initiator

Answer: A
QUESTION 9

Which two statements are correct about the ICL in an active/active mode multinode HA
environment? (Choose two.)
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A. The ICL is strictly a Layer 2 interface.

B. The ICL uses a separate routing instance to communicate with remote multinode HA peers.
C. The ICL traffic can be encrypted.

D. The ICL is the local device management interface in a multinode HA environment.
Answer: BC

QUESTION 10

Exhibit:
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Your company uses SRX Series devices to establish an IPsec VPN that connects Site-1 and the
HQ networks. You want VolP traffic to receive priority over data traffic when it is forwarded across
the VPN.

Which three actions should you perform in this scenario? (Choose three.)

A. Enable next-hop tunnel binding.

B. Create a firewall filter that identifies VolIP traffic and associates it with the correct forwarding
class.

C. Configure CoS forwarding classes and scheduling parameters.
D

Enable the copy-outer-dscp parameter so that DSCP header values are copied to the tunneled
packets.

E. Enable the multi-sa parameter to enable two separate IPsec SAs for the VolP and data traffic.

Answer: BCE

QUESTION 11

Your IPsec tunnel is configured with multiple security associations (SAs). Your SRX Series device
supports the CoS-based IPsec VPNs with multiple IPsec SAs feature. You are asked to configure
CosS for this tunnel.

Which two statements are true in this scenario? (Choose two.)

A. The local and remote gateways do not need the forwarding classes to be defined in the same
order.

B. A maximum of four forwarding classes can be configured for a VPN with the multi-sa forwarding-
classes statement.

C. The local and remote gateways must have the forwarding classes defined in the same order.

D. A maximum of eight forwarding classes can be configured for a VPN with the multi-sa forwarding-
classes statement.

Answer: AD
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QUESTION 12
The exhibit shows part of the flow session logs.

Which two statements are true in this scenario? (Choose two.)

A. The existing session is found in the table, and the fast path process begins.

B. This packet arrives on interface ge-0/0/4.0.

C. Junos captures a TCP packet from source address 172.20.101.10 destined to 10.0.1.129.
D. Destination NAT occurs.

Answer: BD

QUESTION 13

You have deployed automated threat mitigation using Security Director with Policy Enforcer,
Juniper ATP Cloud, SRX Series devices, Forescout, and third-party switches. In this scenario,
which device is responsible for communicating directly to the third-party switches when infected
hosts need to be blocked?

A. Forescout

B. Policy Enforcer

C. Juniper ATP Cloud
D. SRX Series device

Answer: B

Explanation:

Policy Enforcer receives these policies and translates them into device-specific commands. It
then communicates with the third-party switches (using protocols like SNMP, RADIUS, or vendor-
specific APIs) to enforce those commands, such as blocking the infected hosts' MAC addresses
or port access.

Centralized Enforcement: Policy Enforcer acts as the central point of enforcement for Security
Director policies, ensuring consistent security across the network. Multi-Vendor Support: It can
interact with a wide range of network devices, including switches from different vendors.
Automation: Policy Enforcer automates the policy enforcement process, enabling rapid response
to threats.
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