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QUESTION 1
Security audit reports are used to:

A. Determine the effectiveness of existing security policies and identify areas for improvement
B. Justify the removal of all security measures

C. Increase the complexity of security infrastructure

D. Decrease organizational transparency

Answer: A

QUESTION 2
Microsegmentation as a security policy is effective for:

A. Isolating workloads from each other to reduce the attack surface
B. Decreasing the overall security posture

C. Simplifying access controls

D. Centralizing all workloads

Answer: A

QUESTION 3
Open Telemetry is used for:

A. Reducing the visibility into application performance

B. Gathering and exporting telemetry data in a vendor-agnostic way
C. Limiting the scope of security investigations

D. Increasing the dependency on proprietary tools

Answer: B

QUESTION 4
Cisco Secure Cloud Analytics helps in:

A. Identifying potential security threats across cloud environments
B. Decreasing visibility into cloud infrastructure

C. Solely managing on-premises network traffic

D. Complicating compliance reporting

Answer: A

QUESTION 5
What role does OIDC play in web and mobile applications?

A. It provides a mechanism for encrypting application data

B. It serves as a protocol for user authentication using an identity provider
C. It defines how applications should be developed

D. It specifies the physical security measures for devices

Answer: B
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QUESTION 6
The process of analyzing telemetry reports helps in:

A. Determining the scope and impact of a security threat
B. Ignoring critical security alerts

C. Reducing the efficiency of security operations

D. Focusing solely on external threats

Answer: A

QUESTION 7
Security audit reports are crucial for:

A. Eliminating the need for security policies

B. Promoting a false sense of security

C. Reducing the overall security budget

D. Identifying compliance gaps and areas lacking sufficient security controls

Answer: D

QUESTION 8
Which industry security frameworks are mentioned as part of cloud security architecture?

A. NIST
B. CISA
C. DISA
D. IEEE

Answer: ABC

QUESTION 9
Cisco Secure Cloud Insights aids in cloud security by:

A. Offering visibility into cloud assets for improved governance and risk management
B. Simplifying attack vectors for easier exploitation

C. Focusing on non-cloud assets

D. Decreasing the granularity of cloud asset monitoring

Answer: A

QUESTION 10
Zero-trust network access is based on the principle of:

A. Trusting all devices inside the network

B. Never verifying user or device identity

C. Using traditional perimeter-based security models
D. Trusting no one and verifying everything
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Answer: D

QUESTION 11
The primary purpose of using a web application firewall (WAF) is to:

A.

B
C.
D

Increase website loading times

Monitor the content that users post on the web application

Limit the number of users accessing a web application

Protect web applications from vulnerabilities and attacks like SQL injection and XSS

Answer: D

QUESTION 12
Configuring user and device trust using SAML authentication for a mobile or web application
helps to:

A.

B
C.
D

Reduce application performance

Ensure only authorized users and devices can access the application
Increase the number of user accounts required

Disable multifactor authentication

Answer: B

QUESTION 13
CISA guidelines in cloud security architecture focus on:

A.

B.
C.
D

Improving software development practices
Strengthening cybersecurity infrastructure and response
Offering financial advice to IT companies

Designing physical devices for network security

Answer: B

QUESTION 14
What does SAML/SSO stand for and what is its purpose?

A
B
C.
D. Security Assertion Markup Language / Secure Sign-Out, to secure logouts across systems

Single Access Markup Language / Single Sign-On, to simplify logins across different systems
Security Assertion Markup Language / Single Sign-On, to simplify logins across different systems
Secure Access Markup Language / Secure Sign-On, to increase login complexity

Answer: B
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