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QUESTION 1

A company hosts a platform-as-a-service solution with a web-based front end, through which
customer interact with data sets. A security administrator needs to deploy controls to prevent
application-focused attacks. Which of the following most directly supports the administrator's
objective?

A. improving security dashboard visualization on SIEM

B. Rotating API access and authorization keys every two months

C. Implementing application toad balancing and cross-region availability
D. Creating WAF policies for relevant programming languages

Answer: D

Explanation:

The best way to prevent application-focused attacks for a platform-as-a-service solution with a
web- based front end is to create Web Application Firewall (WAF) policies for relevant
programming languages.

Application-Focused Attack Prevention: WAFs are designed to protect web applications by
filtering and monitoring HTTP traffic between a web application and the Internet. They help
prevent attacks such as SQL injection, cross-site scripting (XSS), and other application-layer
attacks.

Customizable Rules: WAF policies can be tailored to the specific programming languages and
frameworks used by the web application, providing targeted protection based on known
vulnerabilities and attack patterns.

Real-Time Protection: WAFs provide real-time protection, blocking malicious requests before they
reach the application, thereby enhancing the security posture of the platform.

QUESTION 2
A security analyst is reviewing the following log:
= Antivirus
Tim File Ype|olzZe L atlior
2 status
11:25 |txt 25mb |block e\
11:27 |dll 10mb |allow c: \temy
11:29 |doc 37mb |block c:\users\userl\Desktor
11:32 |pdf 13mb |allow >: \users\user2\Downloads
11239 |Ext 4 9mb allow c: \users\user3\Documents

Which of the following possible events should the security analyst investigate further?

A. A macro that was prevented from running

B. A text file containing passwords that were leaked

C. A malicious file that was run in this environment

D. A PDF that exposed sensitive information improperly

Answer: B

Explanation:

Based on the log provided, the most concerning event that should be investigated further is the
presence of a text file containing passwords that were leaked.

Sensitive Information Exposure: A text file containing passwords represents a significant security
risk, as it indicates that sensitive credentials have been exposed in plain text, potentially leading
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to unauthorized access.
Immediate Threat: Password leaks can lead to immediate exploitation by attackers,
compromising user accounts and sensitive data.

QUESTION 3

A systems administrator wants to use existing resources to automate reporting from disparate
security appliances that do not currently communicate. Which of the following is the best way to
meet this objective?

A. Configuring an API Integration to aggregate the different data sets

B. Combining back-end application storage into a single, relational database
C. Purchasing and deploying commercial off the shelf aggregation software
D. Migrating application usage logs to on-premises storage

Answer: A

Explanation:

The best way to automate reporting from disparate security appliances that do not currently
communicate is to configure an API Integration to aggregate the different data sets.
Interoperability: APIs allow different systems to communicate and share data, even if they were
not originally designed to work together. This enables the integration of various security
appliances into a unified reporting system.

Automation: API integrations can automate the process of data collection, aggregation, and
reporting, reducing manual effort and increasing efficiency.

Scalability: APIs provide a scalable solution that can easily be extended to include additional
security appliances or data sources as needed.

QUESTION 4

A developer needs to improve the cryptographic strength of a password-storage component in a
web application without completely replacing the crypto-module. Which of the following is the
most appropriate technique?

A. Key splitting
B. Key escrow
C. Key rotation
D. Key encryption
E. Key stretching
Answer: E
Explanation:

The most appropriate technique to improve the cryptographic strength of a password-storage
component in a web application without completely replacing the crypto-module is key stretching.
Enhanced Security: Key stretching algorithms, such as PBKDF2, berypt, and scrypt, increase the
computational effort required to derive the encryption key from the password, making brute-force
attacks more difficult and time-consuming.

Compatibility: Key stretching can be implemented alongside existing cryptographic modules,
enhancing their security without the need for a complete overhaul. Industry Best Practices: Key
stretching is a widely recommended practice for securely storing passwords, as it significantly
improves resistance to password-cracking attacks.

QUESTION 5
A company receives several complaints from customers regarding its website. An engineer
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Which of the following should the company implement to best resolve the issue?

A. IDS
B. CDN
C. WAF
D. NAC

Answer: B

Explanation:

The table indicates varying load times for users accessing the website from different geographic
locations. Customers from Australia and India are experiencing significantly higher load times
compared to those from the United States.

QUESTION 6

A security officer received several complaints from users about excessive MPA push notifications
at night. The security team investigates and suspects malicious activities regarding user account
authentication. Which of the following is the best way for the security officer to restrict MFA
notifications?

A. Provisioning FID02 devices

B. Deploying a text message based on MFA
C. Enabling OTP via email

D. Configuring prompt-driven MFA

Answer: D

Explanation:

Excessive MFA push notifications can be a sign of an attempted push notification attack, where
attackers repeatedly send MFA prompts hoping the user will eventually approve one by mistake.
Configuring prompt-driven MFA: This option allows users to respond to prompts in a secure
manner, often including features like time-limited approval windows, additional verification steps,
or requiring specific actions to approve. This can help prevent users from accidentally approving
malicious attempts.

Configuring prompt-driven MFA is the best solution to restrict unnecessary MFA notifications and
improve security.

QUESTION 7
A security professional is investigating a trend in vulnerability findings for newly deployed cloud
systems. Given the following output:
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Which of the following actions would address the root cause of this issue?

A. Automating the patching system to update base Images

B. Recompiling the affected programs with the most current patches

C. Disabling unused/unneeded ports on all servers

D. Deploying a WAF with virtual patching upstream of the affected systems

Answer: A

Explanation:

The output shows that multiple systems have outdated or vulnerable software versions (OpenSSL
1.01 and Java 11 runtime). This suggests that the systems are not being patched regularly or
effectively.

Automating the patching system to update base images: Automating the patching process
ensures that the latest security updates and patches are applied to all systems, including newly
deployed ones. This addresses the root cause by ensuring that base images used for deployment
are always up-to-date with the latest security patches.

QUESTION 8
Which of the following best describes the challenges associated with widespread adoption of
homomorphic encryption techniques?

A. Incomplete mathematical primitives
B. No use cases to drive adoption

C. Quantum computers not yet capable
D. insufficient coprocessor support

Answer: D

Explanation:

Homomorphic encryption allows computations to be performed on encrypted data without
decrypting it, providing strong privacy guarantees. However, the adoption of homomorphic
encryption is challenging due to several factors:

Insufficient coprocessor support: The computational overhead of homomorphic encryption is
significant, requiring substantial processing power. Current general-purpose processors are not
optimized for the intensive computations required by homomorphic encryption, limiting its
practical deployment. Specialized hardware or coprocessors designed to handle these
computations more efficiently are not yet widely available.

QUESTION 9

After some employees were caught uploading data to online personal storage accounts, a
company becomes concerned about data leaks related to sensitive, internal documentation.
Which of the following would the company most likely do to decrease this type of risk?
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Improve firewall rules to avoid access to those platforms.
Implement a cloud-access security broker

Create SIEM rules to raise alerts for access to those platforms
Deploy an internet proxy that filters certain domains

Dow>

Answer: B

Explanation:

A Cloud Access Security Broker (CASB) is a security policy enforcement point placed between
cloud service consumers and cloud service providers to combine and interject enterprise security
policies as cloud-based resources are accessed.

Implement a cloud-access security broker: A CASB can provide visibility into cloud application
usage, enforce data security policies, and protect against data leaks by monitoring and controlling
access to cloud services. It also provides advanced features like data encryption, data loss
prevention (DLP), and compliance monitoring.

QUESTION 10
An organization wants to create a threat model to identity vulnerabilities in its infrastructure.
Which of the following, should be prioritized first?

A. External-facing Infrastructure with known exploited vulnerabilities

B. Internal infrastructure with high-seventy and Known exploited vulnerabilities

C. External facing Infrastructure with a low risk score and no known exploited vulnerabilities

D. External-facing infrastructure with a high risk score that can only be exploited with local access to
the resource

Answer: A

Explanation:

When creating a threat model to identify vulnerabilities in an organization's infrastructure,
prioritizing external-facing infrastructure with known exploited vulnerabilities is critical.
Exposure to Attack: External-facing infrastructure is directly exposed to the internet, making it a
primary target for attackers. Any vulnerabilities in this layer pose an immediate risk to the
organization's security.

Known Exploited Vulnerabilities: Vulnerabilities that are already known and exploited in the wild
are of higher concern because they are actively being used by attackers. Addressing these
vulnerabilities reduces the risk of exploitation significantly.

Risk Mitigation: By prioritizing external-facing infrastructure with known exploited vulnerabilities,
the organization can mitigate the most immediate and impactful threats, thereby improving overall
security posture.

QUESTION 11

A central bank implements strict risk mitigations for the hardware supply chain, including an allow
list for specific countries of origin. Which of the following best describes the cyberthreat to the
bank?

A. Ability to obtain components during wartime

B. Fragility and other availability attacks

C. Physical Implants and tampering

D. Non-conformance to accepted manufacturing standards

Answer: C
Explanation:
The best description of the cyber threat to a central bank implementing strict risk mitigations for

Get Latest & Actual CAS-005 Exam's Question and Answers from Passleader.
https://www.passleader.com



https://www.passleader.com/CAS-005.html
https://www.passleader.com/

> Instant Download » PDF And VCE % 100% Passing Guarantee * 100% Money Back Guarantee

the hardware supply chain, including an allow list for specific countries of origin, is the risk of
physical implants and tampering.

Supply Chain Security: The supply chain is a critical vector for hardware tampering and physical
implants, which can compromise the integrity and security of hardware components before they
reach the organization.

Targeted Attacks: Banks and financial institutions are high-value targets, making them
susceptible to sophisticated attacks, including those involving physical implants that can be
introduced during manufacturing or shipping processes.

Strict Mitigations: Implementing an allow list for specific countries aims to mitigate the risk of
supply chain attacks by limiting the sources of hardware. However, the primary concern remains
the introduction of malicious components through tampering.

QUESTION 12

Third parties notified a company's security team about vulnerabilities in the company's
application. The security team determined these vulnerabilities were previously disclosed in third-
party libraries. Which of the following solutions best addresses the reported vulnerabilities?

A. Using laC to include the newest dependencies

B. Creating a bug bounty program

C. Implementing a continuous security assessment program
D. Integrating a SASI tool as part of the pipeline

Answer: D

Explanation:

The best solution to address reported vulnerabilities in third-party libraries is integrating a Static
Application Security Testing (SAST) tool as part of the development pipeline.

Early Detection: SAST tools analyze source code for vulnerabilities before the code is compiled.
This allows developers to identify and fix security issues early in the development process.
Continuous Security: By integrating SAST tools into the CI/CD pipeline, the organization ensures
continuous security assessment of the codebase, including third-party libraries, with each code
commit and build.

Comprehensive Analysis: SAST tools provide a detailed analysis of the code, identifying potential
vulnerabilities in both proprietary code and third-party dependencies, ensuring that known issues
in libraries are addressed promptly.

QUESTION 13

While reviewing recent modem reports, a security officer discovers that several employees were
contacted by the same individual who impersonated a recruiter. Which of the following best
describes this type of correlation?

A. Spear-phishing campaign
B. Threat modeling

C. Red team assessment
D. Attack pattern analysis

Answer: A

Explanation:

The situation where several employees were contacted by the same individual impersonating a
recruiter best describes a spear-phishing campaign.

Targeted Approach: Spear-phishing involves targeting specific individuals within an organization
with personalized and convincing messages to trick them into divulging sensitive information or
performing actions that compromise security.

Impersonation: The use of impersonation, in this case, a recruiter, is a common tactic in spear-
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phishing to gain the trust of the targeted individuals and increase the likelihood of a successful
attack.

Correlated Contacts: The fact that several employees were contacted by the same individual
suggests a coordinated effort to breach the organization's security by targeting multiple points of
entry through social engineering.

QUESTION 14
During a security assessment using an CDR solution, a security engineer generates the following
report about the assets in me system:

Device | Type Status.

i |o n Enakded

LMO0Z | Linux SE {unmanaged)

ATNZ23 | Windows 7 Enabled
WINZ29|Windows 10 |Enabled {bypass)

After five days, the EDR console reports an infection on the host OWIN23 by a remote access
Trojan.
Which of the following is the most probable cause of the infection?

A. OW1N23 uses a legacy version of Windows that is not supported by the EDR
B. LNO0O2 was not supported by the EDR solution and propagates the RAT

C. The EDR has an unknown vulnerability that was exploited by the attacker.

D. OW1N29 spreads the malware through other hosts in the network

Answer: A

Explanation:

OWIN23 is running Windows 7, which is a legacy operating system. Many EDR solutions no
longer provide full support for outdated operating systems like Windows 7, which has reached its
end of life and is no longer receiving security updates from Microsoft. This makes such systems
more vulnerable to infections and attacks, including remote access Trojans (RATS).

OWINZ23 uses a legacy version of Windows that is not supported by the EDR: This is the most
probable cause because the lack of support means that the EDR solution may not fully protect or
monitor this system, making it an easy target for infections.
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