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QUESTION 1

R is an attack type for a rogue Wi-Fi access point that appears to be a legitimate one offered
on the premises, but actually has been set up to eavesdrop on wireless communications. It is the
wireless version of the phishing scam. An attacker fools wireless users into connecting a laptop or
mobile phone to a tainted hot-spot by posing as a legitimate provider. This type of attack may be
used to steal the passwords of unsuspecting users by either snooping the communication link or
by phishing, which involves setting up a fraudulent web site and luring people there."

Fill in the blank with appropriate choice.

A. Evil Twin Attack
B. Sinkhole Attack
C. Collision Attack
D. Signal Jamming Attack

Answer: A

Explanation:

An evil twin attack is a hack attack in which a hacker sets up a fake Wi-Fi network that looks like
a legitimate access point to steal victims' sensitive details. Most often, the victims of such attacks
are ordinary people like you and me.

The attack can be performed as a man-in-the-middle (MITM) attack. The fake Wi-Fi access point
is used to eavesdrop on users and steal their login credentials or other sensitive information.
Because the hacker owns the equipment being used, the victim will have no idea that the hacker
might be intercepting things like bank transactions.

An evil twin access point can also be used in a phishing scam. In this type of attack, victims will
connect to the evil twin and will be lured to a phishing site. It will prompt them to enter their
sensitive data, such as their login details. These, of course, will be sent straight to the hacker.
Once the hacker gets them, they might simply disconnect the victim and show that the server is
temporarily unavailable.

QUESTION 2
What term describes the amount of risk that remains after the vulnerabilities are classified and the
countermeasures have been deployed?

A. Residual risk
B. Impact risk

C. Deferred risk
D. Inherent risk

Answer: A

Explanation:

The residual risk is the risk or danger of an action or an event, a method or a (technical) process
that, although being abreast with science, still conceives these dangers, even if all theoretically
possible safety measures would be applied (scientifically conceivable measures); in other words,
the amount of risk left over after natural or inherent risks have been reduced by risk controls.
Residual risk = (Inherent risk) - (impact of risk controls)

QUESTION 3

Session splicing is an IDS evasion technique in which an attacker delivers data in multiple, small
sized packets to the target computer, making it very difficult for an IDS to detect the attack
signatures. Which tool can be used to perform session splicing attacks?
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tcpsplice
Burp
Hydra
Whisker
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Answer: D

QUESTION 4
You have successfully comprised a server having an IP address of 10.10.0.5. You would like to
enumerate all machines in the same network quickly.

What is the best Nmap command you will use?

A. nmap -T4 -q 10.10.0.0/24
B. nmap -T4 -F 10.10.0.0/24
C. nmap -T4 -r 10.10.1.0/24

D. nmap -T4 -0 10.10.0.0/24
Answer: B

QUESTION 5

Which of the following is the BEST way to defend against network sniffing?

A. Using encryption protocols to secure network communications

B. Register all machines MAC Address in a Centralized Database

C. Use Static IP Address

D. Restrict Physical Access to Server Rooms hosting Critical Servers

Answer: A

Explanation:

To prevent networks from sniffing attacks, organizations and individual users should keep away
from applications using insecure protocols, like basic HTTP authentication, File Transfer Protocol
(FTP), and Telnet. Instead, secure protocols such as HTTPS, Secure File Transfer Protocol
(SFTP), and Secure Shell (SSH) should be preferred. In case there is a necessity for using any
insecure protocol in any application, all the data transmission should be encrypted. If required,
VPN (Virtual Private Networks) can be used to provide secure access to users.

QUESTION 6
Although FTP traffic is not encrypted by default, which layer 3 protocol would allow for end-to-end
encryption of the connection?

A. SFTP
B. Ipsec
C. SSL
D. FTPS

Answer: B

Explanation:

Internet Protocol Security (IPsec) is a secure network protocol suite that authenticates and
encrypts the packets of data to provide secure encrypted communication between two computers
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over an Internet Protocol network. It is used in virtual private networks (VPNSs).

IPsec includes protocols for establishing mutual authentication between agents at the beginning
of a session and negotiation of cryptographic keys to use during the session. IPsec can protect
data flows between a pair of hosts (host-to-host), between a pair of security gateways (network-
to-network), or between a security gateway and a host (network-to-host). IPsec uses
cryptographic security services to protect communications over Internet Protocol (IP) networks. It
supports network-level peer authentication, data-origin authentication, data integrity, data
confidentiality (encryption), and replay protection.

The initial IPv4 suite was developed with few security provisions. As a part of the IPv4
enhancement, IPsec is a layer 3 OSI model or internet layer end-to-end security scheme. In
contrast, while some other Internet security systems in widespread use operate above layer 3,
such as Transport Layer Security (TLS) that operates at the Transport Layer and Secure Shell
(SSH) that operates at the Application layer, IPsec can automatically secure applications at the IP
layer.

QUESTION 7

What is the known plaintext attack used against DES which gives the result that encrypting
plaintext with one DES key followed by encrypting it with a second DES key is no more secure
than using a single key?

A. Man-in-the-middle attack
B. Meet-in-the-middle attack
C. Replay attack

D. Traffic analysis attack

Answer: B

Explanation:

The meet-in-the-middle attack (MITM), a known plaintext attack, is a generic spaceEime tradeoff
cryptographic attack against encryption schemes that rely on performing multiple encryption
operations in sequence. The MITM attack is the primary reason why Double DES is not used and
why a Triple DES key (168-bit) can be bruteforced by an attacker with 256 space and 2112
operations.

The intruder has to know some parts of plaintext and their ciphertexts. Using meet-in-the-middle
attacks it is possible to break ciphers, which have two or more secret keys for multiple encryption
using the same algorithm. For example, the 3DES cipher works in this way. Meet-in-the-middle
attack was first presented by Diffie and Hellman for cryptanalysis of DES algorithm.

QUESTION 8

Steve, a scientist who works in a governmental security agency, developed a technological
solution to identify people based on walking patterns and implemented this approach to a
physical control access.

A camera captures people walking and identifies the individuals using Steve's approach.

After that, people must approximate their RFID badges. Both the identifications are required to
open the door. In this case, we can say:

A. Although the approach has two phases, it actually implements just one authentication factor

B. The solution implements the two authentication factors: physical object and physical characteristic
C. The solution will have a high level of false positives

D. Biological motion cannot be used to identify people
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Answer: B

QUESTION 9
What is not a PCI compliance recommendation?

A. Use a firewall between the public network and the payment card data.

B. Use encryption to protect all transmission of card holder data over any public network.

C. Rotate employees handling credit card transactions on a yearly basis to different departments.
D. Limit access to card holder data to as few individuals as possible.

Answer: C

QUESTION 10
What is the minimum number of network connections in a multihomed firewall?

A.

N O W

B.
C.
D
Answer: A

QUESTION 11

Suppose your company has just passed a security risk assessment exercise. The results display
that the risk of the breach in the main company application is 50%. Security staff has taken some
measures and implemented the necessary controls. After that, another security risk assessment
was performed showing that risk has decreased to 10%. The risk threshold for the application is
20%. Which of the following risk decisions will be the best for the project in terms of its successful
continuation with the most business profit?

A. Accept the risk

B. Introduce more controls to bring risk to 0%
C. Mitigate the risk

D. Avoid the risk

Answer: A

QUESTION 12

You need to deploy a new web-based software package for your organization. The package
requires three separate servers and needs to be available on the Internet. What is the
recommended architecture in terms of server placement?

A. All three servers need to be placed internally

B. A web server facing the Internet, an application server on the internal network, a database server

on the internal network

C. A web server and the database server facing the Internet, an application server on the internal
network

D. All three servers need to face the Internet so that they can communicate between themselves
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Answer: B

QUESTION 13
An attacker, using a rogue wireless AP, performed an MITM attack and injected an HTML code to
embed a malicious applet in all HTTP connections.

When users accessed any page, the applet ran and exploited many machines. Which one of the
following tools the hacker probably used to inject HTML code?

A. Wireshark
B. Ettercap
C. Aircrack-ng
D. Tcpdump

Answer: B

QUESTION 14
Which mode of IPSec should you use to assure security and confidentiality of data within the
same LAN?

A. ESP transport mode
B. ESP confidential
C. AH permiscuous
D. AH Tunnel mode

Answer: A

QUESTION 15

Hackers often raise the trust level of a phishing message by modeling the email to look similar to
the internal email used by the target company. This includes using logos, formatting, and names
of the target company. The phishing message will often use the name of the company CEO,
President, or Managers. The time a hacker spends performing research to locate this information
about a company is known as?

A. Exploration
B. Investigation
C. Reconnaissance
D. Enumeration

Answer: C

QUESTION 16
Which of the following viruses tries to hide from anti-virus programs by actively altering and
corrupting the chosen service call interruptions when they are being run?

A. Macro virus

B. Stealth/Tunneling virus
C. Cavity virus

D. Polymorphic virus
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Answer: B

QUESTION 17
The "Gray-box testing" methodology enforces what kind of restriction?

A. Only the external operation of a system is accessible to the tester.

B. The internal operation of a system in only partly accessible to the tester.
C. Only the internal operation of a system is known to the tester.

D. The internal operation of a system is completely known to the tester.

Answer: D

Explanation:

White-box testing (also known as clear box testing, glass box testing, transparent box testing, and
structural testing) is a method of software testing that tests internal structures or workings of an
application, as opposed to its functionality (i.e. black-box testing). In white-box testing, an internal
perspective of the system, as well as programming skills, are used to design test cases. The
tester chooses inputs to exercise paths through the code and determine the expected outputs.
This is analogous to testing nodes in a circuit, e.g. in-circuit testing (ICT). White-box testing can
be applied at the unit, integration and system levels of the software testing process. Although
traditional testers tended to think of white-box testing as being done at the unit level, it is used for
integration and system testing more frequently today. It can test paths within a unit, paths
between units during integration, and between subsystems during a system-level test. Though
this method of test design can uncover many errors or problems, it has the potential to miss
unimplemented parts of the specification or missing requirements. Where white-box testing is
design-driven, that is, driven exclusively by agreed specifications of how each component of the
software is required to behave (as in DO-178C and ISO 26262 processes) then white-box test
techniques can accomplish assessment for unimplemented or missing requirements.

QUESTION 18

When analyzing the IDS logs, the system administrator noticed an alert was logged when the
external router was accessed from the administrator's Computer to update the router
configuration.

What type of an alert is this?

A. False negative
B. True negative
C. True positive

D. False positive

Answer: D

Explanation:

True Positive - IDS referring a behavior as an attack, in real life it is

True Negative - IDS referring a behavior not an attack and in real life it is not
False Positive - IDS referring a behavior as an attack, in real life it is not

False Negative - IDS referring a behavior not an attack, but in real life is an attack.
False Negative - is the most serious and dangerous state of all !!!!

QUESTION 19

A large company intends to use Blackberry for corporate mobile phones and a security analyst is
assigned to evaluate the possible threats. The analyst will use the Blackjacking attack method to
demonstrate how an attacker could circumvent perimeter defenses and gain access to the
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corporate network. What tool should the analyst use to perform a Blackjacking attack?

A. Paros Proxy
B. BBProxy
C. Blooover
D. BBCrack

Answer: B

QUESTION 20

When you are getting information about a web server, it is very important to know the HTTP
Methods (GET, POST, HEAD, PUT, DELETE, TRACE) that are available because there are two
critical methods (PUT and DELETE). PUT can upload a file to the server and DELETE can delete
a file from the server. You can detect all these methods (GET, POST, HEAD, DELETE, PUT,
TRACE) using NMAP script engine. What Nmap script will help you with this task?

A. http-methods
B. http enum
C. http-headers
D. http-git

Answer: A

QUESTION 21
Todd has been asked by the security officer to purchase a counter-based authentication system.
Which of the following best describes this type of system?

A. A biometric system that bases authentication decisions on behavioral attributes.

B. A biometric system that bases authentication decisions on physical attributes.

C. An authentication system that creates one-time passwords that are encrypted with secret keys.
D. An authentication system that uses passphrases that are converted into virtual passwords.

Answer: C

QUESTION 22
Which of the following is a low-tech way of gaining unauthorized access to systems?

Social Engineering
Eavesdropping
Scanning

Sniffing

Dow>

Answer: A

QUESTION 23
Which system consists of a publicly available set of databases that contain domain name
registration contact information?
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WHOIS
CAPTCHA
IANA

IETF
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Answer: A

QUESTION 24
Why is a penetration test considered to be more thorough than vulnerability scan?

A. Vulnerability scans only do host discovery and port scanning by default.

B. A penetration test actively exploits vulnerabilities in the targeted infrastructure, while a
vulnerability scan does not typically involve active exploitation.

C. ltis not - a penetration test is often performed by an automated tool, while a vulnerability scan
requires active engagement.

D. The tools used by penetration testers tend to have much more comprehensive vulnerability
databases.

Answer: B

QUESTION 25

Bob received this text message on his mobile phone: "Hello, this is Scott Smelby from the Yahoo
Bank. Kindly contact me for a vital transaction on: scottsmelby@yahoo.com”. Which statement
below is true?

A. This is a scam as everybody can get a @yahoo address, not the Yahoo customer service
employees.

B. This is a scam because Bob does not know Scott.

C. Bob should write to scottmelby@yahoo.com to verify the identity of Scott.

D. This is probably a legitimate message as it comes from a respectable organization.

Answer: A

QUESTION 26

env x="(){ :;};echo exploit' bash ¢ 'cat/etc/passwd'
What is the Shellshock bash vulnerability attempting to do on a vulnerable Linux host?

A. Removes the passwd file

B. Changes all passwords in passwd
C. Add new user to the passwd file
D. Display passwd content to prompt

Answer: D
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