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QUESTION 1 
You have a Microsoft 365 subscription. 
 
You need to create a Conditional Access policy that blocks sign-ins for the following scenarios: 
 
- Activity from anonymous IP address. 

- Impossible travel between two geographical locations. 

 
Which condition should you configure for the policy? 
 

A. Locations 

B. Insider risk 

C. User risk 

D. Sign-in risk 

 
Answer: D 
Explanation: 
Configure the Sign-in risk condition. Microsoft Entra ID Protection evaluates risk signals 
associated with a specific authentication attempt, including sign-ins from anonymous IP 
addresses and impossible travel between geographically distant locations. 
 
 
QUESTION 2 
You have a Microsoft 365 E5 subscription that uses Microsoft Defender for Office 365. Strict 
protection is enabled for all recipients. 
 
The subscription contains a group named Group1 that contains all the mailboxes for your 
company’s marketing department. 
 
Several marketing department mailboxes recently sent high volumes of external email after a 
credential was compromised. 
 
You need to enforce a lower external message limit for Group1. The solution must automatically 
restrict senders that reach the limit. 
 
What should you do? 
 

A. Create a custom anti-spam outbound policy. 

B. Modify the default anti-spam outbound policy. 

C. Modify the Strict protection settings. 

D. Configure the Standard preset security policy. 

E. Create a custom anti-spam inbound policy. 

 
Answer: A 
Explanation: 
Create a custom anti-spam outbound policy and scope it to Group1. Outbound spam policies let 
you configure lower external message limits for selected users or groups and specify that users 
who reach the limit are automatically restricted from sending additional email. 
 
 
QUESTION 3 
You have a Microsoft 365 subscription. 
 
You need to report a Microsoft 365 Copilot service issue to Microsoft. 
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Which two pages can you use? Each correct answer presents a complete solution. 
 
NOTE: Each correct selection is worth one point. 
 

A. Service health in the Microsoft 365 admin center 

B. Product feedback in the Microsoft 365 admin center 

C. Health in the Copilot Control System 

D. Usage in the Copilot Control System 

E. Message center in the Microsoft 365 admin center 

 
Answer: AB 
Explanation: 
The Service health page in the Microsoft 365 admin center includes Report an issue, which lets 
administrators report service problems directly to Microsoft. 
 
The Product feedback page can also be used to submit Microsoft 365 Copilot issues and 
diagnostic feedback to Microsoft for investigation by the appropriate product team. 
 
Reference: 
https://learn.microsoft.com/en-us/microsoft-365/enterprise/view-service-health?view=o365-
worldwide 
https://learn.microsoft.com/en-us/microsoft-365/copilot/microsoft-365-copilot-page 
https://learn.microsoft.com/en-us/privacy/microsoft-365/feedback/feedback-overview?view=o365-
worldwide 
 
 
QUESTION 4 
You have a Microsoft 365 subscription. 
 
Several support engineers at your company require temporary access to Microsoft Entra 
administrator roles. 
 
You need to configure role access for the engineers. The solution must meet the following 
requirements: 
 
- The engineers must activate role access before role use. 

- Role access must expire automatically after activation. 

 
What should you do? 
 

A. Create an administrative unit and assign the required roles to the engineers at the scope of the 
administrative unit. 

B. Assign the engineers as active members of a role-assignable group that has the required role 
assignments. 

C. Create an access package that includes the required administrative resources and assign the 
package to the engineers. 

D. Assign the engineers as eligible for the required roles by using Privileged Identity Management 
(PIM). 

 
Answer: D 
Explanation: 
Assign the engineers as eligible for the required Microsoft Entra roles through Privileged Identity 
Management (PIM). Eligible assignments require users to activate the role before use, and PIM 
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can enforce a limited activation duration so the elevated access expires automatically after the 
configured period. 
 
 
QUESTION 5 
Hotspot Question 
 
You have a Microsoft 365 subscription that uses Microsoft Defender for Office 365. 
 
Users collaborate on files in Microsoft Teams. Files that are identified as malicious cannot be 
opened, moved, copied, and shared, but users can still save local copies. 
 
You need to configure file-based protection for the collaboration workloads. The solution must 
meet the following requirements: 
 
- Apply malware protection to the files stored in Teams. 

- Prevent users from retaining local copies of files identified as 

malicious. 

 
What should you do? To answer, select the appropriate options in the answer area. 
 
NOTE: Each correct selection is worth one point. 
 

 
 
Answer:  
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Explanation: 
Safe Attachments for SharePoint, OneDrive, and Teams scans files stored in collaboration 
workloads and blocks access to files identified as malicious. 
 
Use Set-SPOTenant with the infected-file download restriction enabled to prevent users from 
downloading malicious files locally, closing the remaining path for retaining copies of files that 
Defender has identified as infected. 
 
 
QUESTION 6 
Hotspot Question 
 
You have a Microsoft 365 E5 subscription that contains the users shown in the following table. 
 

 
 
The subscription has the following two anti-spam policies: 
 
- Name: AntiSpam1 

- Priority: 0 

- Include these users, groups and domains 

   - Users: User3 

   - Groups: Group1 

- Exclude these users, groups and domains 

   - Groups: Group2 

- Message limits 

   - Set a daily message limit: 100 

 

- Name: AntiSpam2 

- Priority: 1 

- Include these users, groups and domains 

   - Users: User1 

   - Groups: Group2 

- Exclude these users, groups and domains 

   - Users: User3 

- Message limits 

   - Set a daily message limit: 50 

 
For each of the following statements, select Yes if the statement is true. Otherwise, select No. 
 
NOTE: Each correct selection is worth one point. 
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Answer:  
 

 
 
Explanation: 
User1 matches AntiSpam1 through Group1 and also matches AntiSpam2 directly. Because 
AntiSpam1 has the higher priority, only its 100-message daily limit applies; policy limits aren't 
added together. 
 
User2 is excluded from AntiSpam1 because the user belongs to Group2. AntiSpam2 therefore 
applies through Group2 and enforces the 50-message daily limit. 
 
User3 is excluded from both custom policies: Group2 excludes the user from AntiSpam1, and 
User3 is explicitly excluded from AntiSpam2. Therefore, neither custom policy's 100-message 
limit applies. 
 
Reference: 
https://learn.microsoft.com/en-us/defender-office-365/outbound-spam-policies-configure 
https://learn.microsoft.com/en-us/defender-office-365/anti-spam-policies-troubleshooting 
 
 
QUESTION 7 
You have a Microsoft 365 subscription that uses Microsoft Agent 365. The subscription contains 
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multiple agents that are discoverable in the agent registry. 
 
Your company is preparing for an internal AI governance audit. The audit team requires a formal 
assessment of AI regulatory controls for agents and recommended improvement actions. 
 
You need to recommend a solution that provides the required assessment. 
 
What should you include in the recommendation? 
 

A. Microsoft Purview Compliance Manager 

B. Microsoft Purview eDiscovery 

C. Search in Microsoft Purview Audit 

D. the Microsoft 365 Copilot Agent usage report 

 
Answer: A 
Explanation: 
Microsoft Purview Compliance Manager provides assessments for AI regulations, including 
controls and recommended improvement actions. Agent instances can be included in these 
assessments, enabling the organization to formally evaluate regulatory compliance and identify 
actions needed to improve its AI compliance posture. 
 
Reference: 
https://learn.microsoft.com/en-us/purview/compliance-manager-assessments 
https://learn.microsoft.com/en-us/purview/ai-agent-365 
 
 
QUESTION 8 
Note: This section contains one or more sets of questions with the same scenario and 
problem. Each question presents a unique solution to the problem. You must determine 
whether the solution meets the stated goals. More than one solution in the set might solve 
the problem. It is also possible that none of the solutions in the set solve the problem. 
 
After you answer a question in this section, you will NOT be able to return. As a result, 
these questions do not appear on the Review Screen. 
 
You have a Microsoft 365 subscription that contains Microsoft 365 Copilot agents deployed to 
multiple departments at your company. 
 
The adoption team reports team reports increasing license assignments, and corporate 
management wants to identify Copilot engagement gaps by Microsoft 365 apps and features. 
 
You need to provide the required adoption insights. The solution must support targeted user 
education without using audit events or prompt content. 
 
Solution: From the Microsoft 365 admin center, you review the Microsoft 365 Copilot usage 
report. 
 
Does this meet the goal? 
 

A. Yes 

B. No 

 
Answer: A 
Explanation: 
The Microsoft 365 Copilot usage report in the Microsoft 365 admin center provides adoption and 
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engagement data across Microsoft 365 apps and Copilot experiences. It can be used to identify 
underused apps and features and support targeted user education without requiring audit-event 
analysis or access to prompt content. 
 
 
QUESTION 9 
You have a Microsoft 365 subscription. 
 
Your company has multiple branch offices, including a branch office named Branch1. The users 
in Branch1 connect to Microsoft 365 by using a corporate web proxy. 
 
On the Network connectivity page in the Microsoft 365 admin center, Branch1 displays the 
following network insight: 
 
“We’re detecting WebSocket (WSS) connection failures to the domain: 

*.cloud.microsoft, which causes Copilot to not work correctly for your 

users.” 

 
HTTPS access to Microsoft 365 apps from Branch1 succeeds. 
 
You need to resolve the insight without changing connectivity for the other branch offices. 
 
What should you configure? 
 

A. the Branch1 web proxy policy to allow required protocols for the hosts in *.cloud.microsoft 

B. the Branch1 DNS resolver policy to optimize regional name resolution for the hosts in 
*.cloud.microsoft 

C. the Branch1 web proxy policy to exempt hosts in *.cloud.microsoft from TLS inspection 

D. the Branch1 firewall policy to allow HTTPS connections for the hosts in *.cloud.microsoft 

 
Answer: A 
Explanation: 
The insight specifically identifies WebSocket (WSS) connection failures to *.cloud.microsoft. 
Configure the Branch1 web proxy policy to permit WebSocket protocol upgrades and WSS 
connections to hosts in that wildcard domain. HTTPS already works, so simply allowing HTTPS 
does not address the failed WebSocket connections. 
 
Reference: 
https://learn.microsoft.com/en-us/microsoft-365/enterprise/office-365-network-mac-perf-
insights?view=o365-worldwide 
https://learn.microsoft.com/en-us/microsoft-365/enterprise/office-365-network-mac-perf-
connection-blockers?view=o365-worldwide 
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